Ngenea Hub

Ngenea Hub is a centralized control system designed to manage the movement of
data across diverse storage environments. It simplifies the synchronization of files,
migration to more efficient storage, and ensures data is moved according to
business needs.

Features

* Web-Based Interface: A user-friendly dashboard that allows easy
management of data across different storage systems, monitors
synchronization, and sets migration policies without requiring technical
expertise.

* CLI and APIl: Command-line tools and APIs provide advanced users the
flexibility to automate tasks and integrate them into larger systems, offering
greater control and customization of workflows.

* Pixstor Integration: Enables users to create Spaces for datasets across
multiple Pixstor environments, managing synchronization, data manipulation
through workflows, and system settings from a unified interface.

Uses

 Data Synchronization: Effortlessly synchronize files across multiple storage
environments, ensuring data consistency and accessibility.

- Data Migration: Migrate data to more cost-effective storage resources,
including cloud, object storage, NAS, and tape resources, based on usage and
value.

* Business-Driven Data Movement: Automatically move data into the most
suitable storage resource, ensuring efficient allocation and reducing operational
costs based on business needs.

* Centralized Control: Streamline system settings and manage all Pixstor
environments from one administrative interface, enhancing operational
efficiency and control.

Ngenea Hub 2

Ngenea Hub 2 expands on the original Hub by giving you even more control,
especially if you’re managing multiple Pixstor systems. It helps you create
“Spaces”—Ilogical groupings of datasets—so you can organize your data more
effectively. With Ngenea Hub 2, you can synchronize data across different locations
and automatically migrate it to the most cost-efficient storage, ensuring that your
storage solution always aligns with your business goals.

What is the Role of the Ngenea Worker?

The Ngenea Worker is the engine that orchestrates the actual movement and
synchronization of data behind the scenes. It carries out tasks like migrating data



between storage tiers and ensuring that files are synchronized between Pixstor and
other storage systems, including cloud platforms. By automating these tasks,
Ngenea Worker saves time and ensures that your data is always in the right place,
ready for when you need it.

How can | Interact with Ngenea Hub and Manage Data Easily?

You can use the Web Ul or ngclient, a command-line tool designed to make
managing data migrations simple and efficient. With either, you can:

* Migrate: Move data between storage locations, such as from your local system
to cloud storage.

* Recall: Retrieve data from a lower-cost storage tier back to high-speed storage
when needed.

* Send: Transfer data to other endpoints like cloud platforms or long-term
archives.

* Send: Transfer data to other Hub sites.

To keep everything secure, token-based authentication is used, ensuring that only
authorized users can execute data management tasks.

What does Ngenea Hub Orchestrate?

Ngenea HSM

Ngenea HSM (Hierarchical Storage Management) is an important feature that helps
you manage where your data is stored. Not all data is the same—some is accessed
frequently, and some is rarely used. Ngenea HSM moves less critical data to more
cost-effective storage options, like cloud storage or archives, freeing up your high-
performance storage for the data you need most.

It integrates with popular cloud storage platforms like Amazon S3, Google Cloud,
and Microsoft Azure, as well as on-premises systems, so you can easily manage your
data across different environments.

Pixstor

Pixstor is a powerful and flexible storage platform designed to manage large
amounts of data in high-demand environments. It offers fast, reliable, and scalable
storage that adapts to your needs, whether you’'re working on-premises, in the
cloud, or both. With Pixstor, you get a comprehensive solution to organize and
control your data effectively.

How does Pixstor work?
Pixstor is built on two key components:

* Infrastructure Management with Saltstack: Saltstack is an advanced tool
that automates and simplifies complex tasks like setting up servers, updating



software, and scaling resources. It helps keep your storage environment
running smoothly and efficiently, without requiring much manual effort.

* Configuration CLI (Command Line Interface): The Pixstor CLI is a tool that
allows administrators to manage everything from setting up storage pools to
controlling access and monitoring the health of the system. It also supports
automation, so routine tasks can be integrated into your workflows easily. This
means you can manage your storage with minimal hassle and greater
precision.

Ngenea Hub Architecture Configurations

Ngenea Hub can be configured in different architectural setups, depending on the
infrastructure and deployment environment. Each setup influences how Ngenea Hub
and Workers interact with Pixstor nodes and other system components.

Pixstor-Centric Architecture: In this setup, the Ngenea Hub is hosted on a Pixstor
Management Node. However, for most environments, the Worker is typically run on
separate Ngenea nodes, rather than on the management node itself. This ensures
better scalability and performance.

This configuration is ideal for environments where Pixstor serves as the primary
storage infrastructure, and high-performance data access is required directly from
the storage nodes.

Independent Hub Architecture: In this architecture, the Ngenea Hub is installed
on a separate node running Enterprise Linux 8/9 (EL8/EL9), independent of the
Pixstor storage system. Workers are deployed exclusively on the Pixstor nodes to
handle the actual data processing tasks, allowing for separation between control and
execution layers.

This configuration is suitable for organizations preferring to decouple the
management layer from the processing layer, especially in cloud or hybrid
environments.

Pick your area of interest:

Please refer to the provided links below, which will direct you to both the
Administration and User Guides for Pixstor-Centric Architecture.

User Guide Administration Guide
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Release Notes

2.7.0

What's new

* Spaces can now be viewed in table layout

* Schedules are now specified relative to the site timezones rather than UTC+0

» Site workflow batch size options to control workflow task processing
performance

* Policies support more file systems than mmfsl

* Global settings now provides Timeout controls for Hub behaviours

* APIl performance can be scaled with the new GUNICORN_THREADS setting

What you need to know

* Where NAS user(s) and group(s) exist prior to additional sites being joined,
automatic creation of existing NAS users and groups as part of setup on the
new Site may fail if the Site is still undergoing joining. Should this occur, re-
submit the failed ‘Creating NAS group’ and/or ‘Creating NAS user’ job after a
few minutes.

What's Fixed

* Consult the Changelog for individual fixes

User Guide

Overview

Ngenea Hub provides a management and control interface for data and systems
across a global pixstor estate.

Using Ngenea Hub, users can create Spaces for datasets across multiple pixstors,
enable data synchronisation, perform data manipulation through workflows and
control system settings for all pixstors from one administrative interface.

Accessing Hub

To login to Hub enter the URL of the hub into the browser address bar. E.G. https://
myhub

On successful connection to the Hub a login page is presented.


https://myhub
https://myhub

Username

Password

Enter your Username and Password to authenticate with Hub and login.

Logging Out Of Hub

After successful login, from the User Profile control in the top right of the screen
select the Log out option.

The Main Screen

The main Hub screen is comprised of several areas.
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Menu Bar
The menu bar is positioned on the far left of the Hub screen.
Menu Buttons
The menu buttons perform the following functions when clicked:
Home
a Navigates to the page first presented
after Login
Spaces
-] Navigates to the Spaces screen
Jobs
4 Navigates to the Jobs screen
Groups & Users
2 Navigates to the Groups & Users screen
Sites
o | . .
o) Navigates to the Sites screen
Alerts
VAN Navigates to the Global Alerts screen

Targets



O Navigates to the Targets screen

Global Settings

o Navigates to the Global Settings screen

Enlarge/Reduce

Clicking the toggle « Menu button

widens the menu L e Hub version
descriptions
bar to show:

Clicking the toggle button again shrinks the menu bar.
Page Location
The page location is positioned to the top of the Hub screen.

Main page content

The main page content is positioned to the center of the Hub screen.

Tables

Most tables offer the following common functions:

Sorting Values In a Column

When it is possible to sort the values in a column, a control button is provided for
you near the name of the column:

Indicates that the values in this column

JobID ¢
© are sortable

Indicates that the values in this column

Date created v . .
are sorted in descending order

Indicates that the values in this column

Date created are sorted in ascending order

If the values in a column are not sortable, then no control button is provided:
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Indicates that the values in this column

Progress
9 are not sortable

Pagination

Tables do not show all of the items. The User interface offers controls to see more
results when these controls are used.

The users are able to view 20, 50 or 100
ltems per page: 20 v .
items on the current page.
; The users can change the current page
by clicking to a page number.

The users are able to switch to previous
or next page.

Next

Reordering Columns

Table columns can be reordered:

Progress State C
ek to <how table astions The users are able to open the table
controls menu by clicking this
— X 25%
Progress St The users are able to open the table
son Reorder table L. .
controls menu by clicking this
— X 25%

The table field organizer is presented for table customization:
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Table fields organizer

Job ID

Identifier of the job

Job creator

Job owner: user, clientkey or schedule

Site

Job site

Description

Job description

Workflow

Workflow of the job

Table fields can be organized using the following controls:

By clicking and dragging this button,
users are able to change the
appearance order of the columns.

When a table column is visible, it is

Job ID © .
ot o e o represented as open eye icon and
clicking it will hide the column.
Descrintion When a table column is hidden, it is
PR represented as closed eye icon and
clicking it will show the column.
User Profile

The User Profile control is positioned to the top right of the Hub screen.

The User Profile control displays the name of the user logged into Hub using the
current browser session.

H hubadmin

Use this control to Log out of Hub and update your User settings.
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User Profile

Selecting the Profile option from the drop down menu presents the User settings

dialog of the logged in user.

Clicking the Save button at the bottom of the User settings dialog saves any changes

made.

User settings

hubadmin

Basic information

Password

Type the password

Leave empty to keep the password unchanged.

First name

Hub

Last name

Admin

Email

[ hubadmin@mycompany.com

Groups
1group selected

Administrators

NAS User Settings

Also create this user on all pixstors

API Keys

Password

Enter a new Password to change your Password.

First name

Enter a new first name to change your First name.
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Last name

Enter a new Last name to change your Last name.

Email

Enter a new valid email address to change your email address.

Groups

A list of groups your user account belongs to is displayed.

APl Keys

Provides the capability to add and remove API keys.

An API key is typically used for by 3rd party software to connect to Hub to perform
automation.

Adding an APl Key

To add a new API key, click the Add API

-+ Add APl key
key button.

Enter a name for the API Key .
Name

M 'y‘.:* PIKey

Tip: It is not possible to change the name of an APl key once the key has been
created.

Add additional API keys as required.

Upon pressing Save the APl Key dialog is raised displaying the API Keys created.
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APl keys created

"root" : [ 1I

:{ 2 1

"name" :

@]
(e}
w
[

Ensure to save the generated keys safely as once the APl Key dialog is closed the
keys cannot be viewed again.

Removing an API key

Created API Keys are listed

APl Keys
Key 1 l§]
Name
MyAPIKey
+ Add APl key
] To remove an API key, click the dustbin
icon next to the API Key.

Tip: Deleted API Keys are non-recoverable. If an APl Key has been inadvertently
removed, do not press the Save button, instead click off the User settings dialog to

the main area of the screen.

Clicking the Save button at the bottom of the User settings dialog saves any changes

made.
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Search

Hub provides the ability to Search for assets across all Hub managed Sites.

Where proxies are enabled for Search supported asset types, thumbnails and proxies
are displayed.

Asset locations, Spaces, metadata and Tags are searchable providing rich criteria to
locate assets.

Located assets can be processed using the Jobs Panel to perform Workflow actions.
Searching

Enter a term in the Search bar to start a Search. E.G.: football.

Terms are automatically wildcarded to enable wide Searching. E.G.: *football*.

Global search

Q footba I

Filters

Search provides several high level filters each of which apply additional criteria to
narrow the Search to return only the required assets.

Filters

Sites Vv Space Vv Type Vv Tags Vv Size v Date changed v Status Vv Extension WV

@ Click the filter button to display the
= Filters A available filters. The number of applied
filters is displayed on the filter button.

Sidebar

Clicking the toggle displays the side bar
to show:

* ltem Info
* Tags
* Metadata

000
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Clicking the toggle button again hides the side bar.

ooo
T

al

Item info —
football hdOO1.png
/mmfs1/data/datasync/footbal...

3.2 MB

Tags —_

Empty (add tags)

Metadata (core) —

24.01.2024,10:25 GMT

8388608

24.01.2024,10:25 GMT

250609814

/mmfs1/data/datasync/footbal...
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Reordering

Re-arrange items in top to bottom order by dragging vertically up or down.

Side bar organizer X

Preview

ltem info

Tags

Metadata (core)

Metadata (gpfs)

Save

Click Save to store the sequence which is reflected in the Job side bar.

Results

Search matches assets to the Search input returning collated results to screen.

Searches are processed asynchronously, therefore some results may take longer to
return to screen than others.

Where a Site is unavailable or takes too long to return results, information messages
appear at the top of the screen allowing for deselection of the Site or Site(s).
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342 results

football

football hdO00.png
24.01.2024,10:25 GMT = 3.2 MB

ROM ./ Space: datasync / football / png ()

football hd0O1.png
24012024, 10:25 GMT 32 MB

ROM  / Space: datasync / football / png ()

football hd002.png
24012024, 10:25 GMT 32 MB

ROM  / Space: datasync / football / png  (2)

football hd0O3.png
24.012024,10:25 GMT | 3.2 MB

ROM  / Space: datasync / football / png  (2)

football hd004.png

24.01.2024,10:25 GMT = 3.2 MB

PAR |/ Space: datasync / football / png  (2)

football hd0O5.png

E 24.012024,10:25 GMT = 3.2 MB

Result Card

Returned assets appear as a Result Card.

football hdO15.png

ﬁ 24.01.2024,10:25 GMT 3.2 MB

= Filters

2instances v

PAR  / Space: datasync / football / png @

Where multiple instances of the same asset are present on more than one Site, the

results are collated.

2 instances W

The Result Card displays:

Item
Thumbnail

Name
Date and Size

Site chip

Open the instances drop down to display
all the assets from all Sites

Description

The generated thumbnail or a default
icon where no thumbnail exists

The name of the asset

The date and time of last modification,
the size of the file on the pixstor file
system

The site on which the asset is found
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Item Description

Space Location The location of the asset in the Space
@ The filebrowser navigation button
Tags

Search provides the ability to Tag assets.

Apply Search Tags to assets in order to collate assets into collections or curate as
required.

Tip: Applied Tags are added to Site Search services asynchronously. Dependent
on workload there may be a small delay between the addition of the Tag in the Ul
and the ability to Search for the asset by the Tag.

Searching By Tag
* To Search for an asset by Tag, open the Search filter bar and select the Tag
from the drop down menu

* Entering text into the Tag filter matches available Tags to provide a shorter
selection list

Tags A

stadium

Applied Tags are denoted with a chip below the filter bar. Click the x to remove the
Tag from the filter.

Tags: stadium X

Example of Searching for assets where the Tag stadium is applied:
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Filters

Sites Space v Type v Tags v Size v Date changed v/ Status v Extension \/ >

2 results, searching others -‘,:}

football hd006.png

ﬁ 24.01.2024,10:25 GMT 3.2 MB

PAR  / Space: datasync / football / png @

football hd010.png

E 24.01.2024,10:25 GMT 3.2 MB

ROM / Space: datasync / football / png @

Tagging An Asset

To add a Tag to an asset, open the side bar and locate the Tags section in the bar.

Tags —

Find a tag A

stadium

Where no Tags are set on the asset, a prompt to add Tags is shown. Click the entry
box to start.

Tags —_

Empty (add tags)

To apply an existing Tag to the asset, select the Tag.
@ stadium

Applied Tags are denoted with a chip below the filter bar. Click the x to remove the
Tag from the filter.
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Tags —

Find a tag v

If no Tags exist, enter a Tag (case sensitive) in the Tag entry box and press Enter to
create and apply the new Tag.

Tags —

Find a tag A

NFL X

No results found (Create new)

Actions

Post Search, assets can be actioned by Workflows using the Job Panel.

To enable asset selection first select an individual Space from the Search filters.

Space Vv

Selecting an individual Space enables asset selection.

* Click the checkbox to the left of an asset to add the asset to the Job Panel
selection list
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football hdOO6.png

24.01.2024,10:25 GMT 3.2 MB

PAR  / Space: datasync / football / png @

football hd010.png

24.01.2024,10:25 GMT 3.2 MB

ROM  / Space: datasync / football / png @

Assets in the Job Panel are processed per Space, per Site. Selecting assets from
additional Sites raises a confirmation dialog.

e Choose whether to retain the assets from the current Site or to clear all the
current selections in order to add new selections from other Site(s)

Different sources X

Clear selections

When the Job Panel selection contains selected items, navigating to the Space on
the selected Site retains the selections in the Job Panel selection list.

Click the filebrowser navigation button
on the Space card to navigate to the

@ selected Space, filtered by Site. Any
assets already selected remain in the
Job Panel selection list.

Example of asset selections after navigating to the Space on the Site with assets
selected from the Search results:

20



H  hubadmin v

o) Sdatasyne > (3 > D 10}
) Paris v ype to fit = Filters v
8
&) e '
k4 B  football hd00O0.png Wed, 24 Jan 2024, 10:25:00 GMT 32M8B & ROM
e
@ football hd0O1png Wed, 24 Jan 2024, 10:25:01 GMT 32M8B & ROM
jo}
[ football Nd002.png Wed, 24 Jan 2024, 10:25:00 GMT 32MB & ROM
=]
=]
[ football hd0O3.png Wed, 24 Jan 2024, 10:25:02 GMT 32MB & ROM
[ football hd0O4.png Wed, 24 Jan 2024, 10:25:01 GMT 32MB & ROM
o
@ football hd0O5.png Wed, 24 Jan 2024, 10:25:02 GMT 32MB & ROM
B football hd006.png Wed, 24 Jan 2024, 10:25:01 GMT 32MB & ROM
B football hdOO7.png Wed, 24 Jan 2024, 10:25:00 GMT 32M8 &ROM

Job type: @ Hydrate v Y View selection list X Clear selection:
B football hd008.png
a4
@ B football hd009.png items  Paris o Next >
8 @ football hd010.png Wed, 24 Jan 2024, 10:25:02 GMT 32M8B &ROM

Spaces

A Space is an area of storage present on or across one or more pixstor which
comprises the following capabilities:

* name
* location

* size

» data protection
* performance

* file share

Viewing Spaces

To view available spaces, click the Spaces menu button.
6 Navigates to the Spaces screen

The ability to view spaces is restricted by group membership.

* Administrators can view and administrate all Spaces across all Sites

* Users can view and use all Spaces across all Sites

» Restricted users can view and use a defined subset of Spaces on associated
Sites

Hub provides two views of Spaces - Global and Local.

* Global displays all Spaces on all Sites
* Local displays the Spaces on a specific site
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The default view of Spaces is Global.

Global A
Globa
London

Berlin

Rome

London A
Global

London

Global View

Global view displays all Spaces on all Sites.

To switch to a site-centric view, select
the specific site from the Spaces drop-
down menu.

To switch to Global view, select Global
from the Spaces drop-down menu.

The example below displays all the Spaces across all Sites.
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NG-Hub. Spaces H hubadmin

o Gobal v Typotof ; 5 Table view

s ® ° °
datasync delivery LocalSpace mmfsi
4
® i datasync i i delivery i i LocalSpace & & mmfst &
0

PAR  (ROM LN Rom LN Par (o) 081 (Par (Rom

2
[ ]
8
project2

A
o . ’

& projectt i) i project2 i)

LON LON

&
0]

Local View

Local view displays the Spaces on a specific Site.

The example below displays less Spaces than Global as the site is participating in
fewer Spaces.

NG-Hub Spaces

o London v Q Typetofiter 1= sort v
® °
. delivery LocalSpace mmfs1
%
® i delivery o i LocalSpace ) & mmfst S i project! )
0
“loN  Rom Slon)  Par TIoN) (0Bt ear (oM - Lon
2
=
8
A
(@)
il project2 {ﬁ}
* LON
&
0]

Filtering the Space View

To display Spaces matching keywords, enter the keywords in the filter bar.
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Global v ‘ Q project x ] 1= Sort v + Create space

il project1 {g} il project2 {ﬁ}

The Space Card

A Space is displayed as a card in the Space view.

8
datasync

i@ datasync {g}

A Space Card comprises:

datasync

Space Card Header

Denotes the name of the
. Space.

datasync Click the Header to view the
Space File Browser.




Space Name

Denotes the name of the Space.

Click the Space Name to view the Space File
Browser.

MyProjectSpace

For more information on the Space File Browser, see Browsing Spaces
Space Site Chips

Site Chips denote the sites on which a Space is present.

Click a Site Chip to change the view to the Local View of the Space File Browser for a
specific Site.

= - S - In GIoba_I view all sites are listed in
alphabetical order.

In Local View, the selected site is identified with a dot.

- e - — All other sites are listed in alphabetical
order after the local site.

Space Selector Checkbox
Selecting the Space Selector Checkbox
D raises the Job Creator Panel to perform
data operations on the entire Space.

Tip: To perform more granular operations on data inside the Space, refer to
Selecting files and folders

The Job Creator Panel allows data operations on the Space as a whole.

Workflow: @& Hydrate v B View selection list X Clear selections

1 Source Queue

items london v default v

For further information refer to Using the Job Creator Panel.

Space Settings
Clicking the Settings button on the

{f’} Space card raises the Settings dialog for
the Space.
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Space settings X

Basic Space options datasync

Job schedules Basic Space options
Shares
Size
Space backup Size
20 X B v

Space colour

Snapshot config
Pick how long you want to store the snapshots for and how often you want snapshots to be taken
Use snapshots

Configure frequency, time & storage duration for snapshots

Job schedules

Type to filter

0 Name Controls

O schedule-datasync p\ Edit ﬁ Delete

Save

Important: Adding or Configuring a Space can only be performed by a Hub
Administrator or User with Space Administration rights granted through group
management.

Table View

Hub provides an alternative table layout for Spaces.

Table layouts can be preferable for viewing many Spaces or extended high level
Space information.

26



datasync

delivery

LocalSpace

mmfs1

< Table view

?

Browsing Spaces

sTB

§T8

Created T

Tue, 17 Jun 2025, 17:42:15 (GMT+01:00)

Fri, 20 Jun 2025, 10:13:52 (GMT+01:00)

Wed, 18 Jun 2025, 12:10:52 (GMT+01:00)

Tue, 17 Jun 2025, 16:53:12 (GMT+01:00)

Mountpoint C

/mmfs1/data/datasync

/mmfs1/data/delivery

/mmfs1/data/LocalSpace

/mmfs1

£33 Settings

@ Settings

@ Settings

@ Settings

{J Delete

{J Delete

{J Delete

Clicking the Table view button to switch

to Table Layout

Click the Cards view button to switch to

Cards Layout

The Spaces File Browser displays the file and folder contents of a Space across
multiple or specific sites including additional contextual information such as file
counts, size, metadata and status.

The Space File Browser provides two views of Spaces file and folder content - Global

and Local.

* Global displays the file and folder content for a Space across all Spaces on all

associated Sites

* Local displays the file and folder content for a Space on a specific Site

The default view of the Spaces File Browser is Global.

Global

Global

London

Berlin

To switch to a site-centric view, select
the specific site from the Spaces drop-

down menu.
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London

Globa

London

New York

Paris

Spaces File Browser Global View

To switch to Global view, select Global

from the Spaces drop-down menu.

Global view displays the file and folder content for a Space across all Spaces on all
associated Sites

The example below displays the file and folder content for the Spaces across all

Sites.

NG-Hub. Spaces

) swron
@

0 s
o

0 s
-
8

) s

0 s
o

D dubrovni
D dubrovni
D dubrovni
D dubrovni
& D dubrovni
0] D dubrovni

k 4k 10bit000.dpx

k 4k 10bit000.dpx.x

k 4k 10bit00T.dpx

k 4k 10bit002.dpx

k 4k 10bit003.dpx

k 4k 10bit004.dpx

k 4k 10bit00S.dpx

k 4k 10bit006.dpx

k 4k 10bit007.dpx

k 4k 10bit008.dpx

k 4k 10bit009.dpx

mp

Date modif

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:54 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:54 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:53 GMT

Wed, 24 Jan 2024, 10:24:54 GMT

Spaces File Browser Local View

Local view displays the file and folder content for a Space on a specific Site

33.8MB

6.8 KB

338MB

338M8B

33.8MB

338MB

338MB

33.8M8B

338MB

338MB

338MB

o PAR

© PAR

o PAR

o PAR

© PAR

o PAR

o PAR

o PAR

o PAR

o PAR

o PAR

&ROM

& ROM

& ROM

&ROM

& ROM

& ROM

&ROM

&ROM

& ROM

& ROM

&ROM

= Filters

H hubadmin v

v

D

The example below displays the file and folder content for a Spaces across all Sites

with a site-centric view.
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NG+Hiub Spaces H  hubadmin v
o) 8 > Db > Odx > Ot O
g? Ron v = Filters v
. N: Nurr

‘& '0 dubrovnik 4k 10bit000.dpx Wed, 24 Jan 2024, 10:24:53 GMT 338 MB © PAR

e
D\J dubrovnik 4k 10bit000.dpx.xmp Wed, 24 Jan 2024, 10:24:54 GMT 6.8KB ©PAR

2
-@ dubrovnik 4k 10bit001.dpx Wed, 24 Jan 2024, 10:24:53 GMT 33.8 MB © PAR

8
'G dubrovnik 4k 10bit002.dpx Wed, 24 Jan 2024, 10:24:53 GMT 33.8 MB © PAR

A
"?7 dubrovnik 4k 10bit003.dpx Wed, 24 Jan 2024, 10:24:53 GMT 338 MB © PAR

o
'0 dubrovnik 4k 10bit004.dpx Wed, 24 Jan 2024, 10:24:53 GMT 338 MB © PAR
'g dubrovnik 4k 10bit005.dpx Wed, 24 Jan 2024, 10:24:54 GMT 33.8 MB © PAR
'g dubrovnik 4k 10bit006.dpx Wed, 24 Jan 2024, 10:24:53 GMT 33.8 MB ©PAR
'G dubrovnik 4k 10bit007.dpx Wed, 24 Jan 2024, 10:24:53 GMT 33.8 MB © PAR

@} "?7 dubrovnik 4k 10bit008.dpx Wed, 24 Jan 2024, 10:24:53 GMT 338 MB © PAR

ED 'O dubrovnik 4k 10bit009.dpx Wed, 24 Jan 2024, 10:24:54 GMT 338 MB © PAR

The Space File Browser Screen
The Spaces File Browser screen is comprised of several areas.
Filtering the Space File Browser
To display files or folders matching keywords, enter the keywords in the filter bar.
(5] dat: > [dubronk > [ > O
Rom v Q oo7 X = Filters v
'@ dubrovnik 4k 10bit007.dpx Wed, 24 Jan 2024, 10:24:53 GMT 33.8M8B ©PAR
Items per page: 20 v 1

Space File Browser Icon Statuses

In Local View the Spaces File Browser displays additional information to designate
the status of the file on the Site’s pixstor file system.

Spaces File Browser Local View displays
the default file icon if the file or folder is
unmanaged. An unmanaged file has not
yet been processed by Ngenea
operations.

29



o LON

Space File Browser File Statuses

Spaces File Browser Local View displays
the cloud icon if the file or folder is Pre-
Staged. A pre-staged file is present on
the Site’s pixstor file system and has an
identical copy in the Ngenea target (E.G.
AWS cloud bucket).

Spaces File Browser Local View displays
the cloud icon if the file or folder is
dehydrated. A dehydrated file has only
metadata present on the Site’'s pixstor
file system and has a fully hydrated
identical copy in the Ngenea target (E.G.
AWS cloud bucket).

Site Chips denote the sites on which a Space file or folder is present and their status.

In Global view all sites are listed in alphabetical order.

In Local View, the selected site is identified with a dot.

All other sites are listed in alphabetical order after the local site.

O LON

LON

o LON

Spaces File Browser Local View displays
the default file icon if the file or folder is
unmanaged. An unmanaged file has not
yet been processed by Ngenea
operations.

Spaces File Browser Local View displays
the cloud icon if the file or folder is pre-
staged. A pre-staged file is present on
the Site’s pixstor file system and has an
identical copy in the Ngenea target (E.G.
AWS cloud bucket).

Spaces File Browser Local View displays
the cloud icon if the file or folder is
dehydrated. A dehydrated file has only
metadata present on the Site’'s pixstor
file system and has a fully hydrated
identical copy in the Ngenea target (E.G.
AWS cloud bucket).

Spaces File Browser Local View the file
or folder displays a greyed out site with
a circled dash where the file is not
present on the associated site.
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Space File Browser File Attributes

The Space File Browser displays information regarding the files and folders within the

Space, globally on all Sites or local to a Site.

Option Description
Name The file or directory name
Date Modified The date and time of last modification
, The size of the file on the pixstor file
Size
system
File Status The file status per-site
If the item is a directory, displays the
Number of Files total file count within the directory tree
thereunder

Viewing File or Folder Metadata

Metadata Panel

Click a file or directory name to view the associated metadata:
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ooo
s

Item info

---------------

dubrovnik 4k 10bit000.dpx

file
/mmfs1/data/datasync/dubrov...
Rome

33.8 MB

24.01.2024,10:24 GMT
24.01.2024,10:24 GMT

24.01.2024,10:24 GMT

Premigrated

Migrated O
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The metadata panel provides extended metadata, including a summary of the file
status on each site participating within a Space.

Where an asset has been ingested via Search thumbnails are displayed for
supported file types.
Using the Job Creator Panel

Explain panel areas, buttons and operations

Workflow: @ Hydrate v ) View selection list X Clear selections

1 Source Queue

items london v default v

Selecting files and directories

Selecting an individual file or directory populates the selection list with the item.
Selecting a directory populates all items within the chosen directory tree.

Selections of the entire Space or a directory are each counted as 1 item.

Select the ‘select all’ checkbox next to the Name field in order to select the entire
Space.

D 001 file
D 002 file
D 003 file

As selections are added or removed, the selected item count is updated:

)

items
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_ Click the View Selection List button to
|=) View selection list show the files and directories selected to
be processed by the chosen workflow

Click the Clear selections to remove all
X Clear selections files and directories currently selected
from the selection list

Click the Next button to enact the Job

Sites and queues

Source
Select the site where the job will
london v run.
Queue
Select the queue the job will be
default v assigned to.

If the workflow runs across multiple sites, such as “Send to Site”, select a source site
and queue, and a destination site and queue.

Workflow: @ Send to Site (hydrated) v 2 View selection list X Clear selections
Source Queue
1
items London v highpriority v
Destination Queue
Paris v default v (® Submit

Workflow fields

Jobs with Workflows which require additional user decisions prior to enacting the Job
raise the Configure workflow fields dialog:
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Configure workflow fields X

Sync Policy

Newest v

Snapdiff rotate on error

8

Always rotate on error

Sync dirs acl

8

Sync folder ACL changes

(» Send

After entering the field information [if required], select the button at the bottom o
the dialog to submit the Job.

Click the button
at the bottom of
the dialog to
submit the Job
immediately.

The button label
is changed
dependent on
the workflow

f

chosen.
Scheduling a workflow
To Schedule the Job to run later, click the Schedule button.
Click the Schedule button to Schedule
the Job for later

The Schedule button raises the Schedule Job dialog.
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Schedule job X

Schedule name

myschedulename X

Frequency

(® Periodically

") At specific time of a day

Every [ @Mon |( @ Tue |(@Wed | (@ Th |( @ Fri | @ sat |( @ Sun |

Interval 1 X mins  wv

(s) Schedule "Hydrate"

e Enter the name of the Schedule
* Select the desired Schedule settings
e Click the Schedule button to create the Schedule

See Schedules for more details for schedule workflows.

Job Types (Workflows)

Workflow: & Hydrate v @ View selection list X Clear selections

1 Source Queue

items london v default v
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Default Workflows

Dehydrate

The Dehydrate workflow transfers the file metadata and data to an Ngenea target
(E.G. an AWS cloud bucket). After dehydration the file appears to be normally
present alike any other file on the pixstor file system, but consumes no space.
Reading the file automatically hydrates the file with data content allowing the user
to read the file as normal.

Pre-Stage

The Pre-Stage workflow transfers the file metadata and data to an Ngenea target
(E.G. an AWS cloud bucket). After migration the file on Ngenea target is an identical
instance of the file on the pixstor file system. The file on the pixstor file system is not
dehydrated. Reading the file allows the user to read the file as normal. Pre-Staging
can reduce the total time to Dehydrate the same data in future.

Hydrate

The Hydrate workflow retrieves the file data from an Ngenea target (E.G. an AWS
cloud bucket). After successful transfer the metadata and data content of the file is
present on the destination site. Reading the file allows the user to read the file as
normal.

Sync Space to Site

The Sync Space to Site uses file system snapshots to disover changes between the
last file system snapshot and when the workflow was run. Changes are applied by
sending newly created or recently modified files and directories, including deleting or
moving files or directories in place on the target site as necessary to match the
source site.

Send to Site (hydrated)

The Send to Site (hydrated) workflow transfers data from a source site to a
destination site. After successful transfer the metadata and data content of the file
is present on the destination site. Reading the file allows the user to read the file as
normal.

Send to Site (dehydrated)

The Send to Site (dehydrated) workflow transfers data from a source site to a
destination site. After successful transfer the metadata of the file is present on the
destination site. To a user the file appears to be normally present alike any other file
on the pixstor file system. Reading the file automatically hydrates the file with data
content allowing the user to read the file as normal.
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Additional Custom Workflows

Hub can support additional Custom Workflows providing custom operations to data
through multiple task steps. Custom workflows are configured and provisioned by a
Hub Administrator using the Hub CLI. When provisioned Hub Custom Workflows will
appear in the list of workflows available for users to use with their data.

Managing Spaces

Create a Space Wizard

Click the Create Space button to display a dialog to configure the selected space.

Important: This function can only be performed by a Hub Administrator

Navigating the Wizard

v Click the close button to exit the wizard.
Changes are not saved.

Click the Next button to advance to the

next page of the wizard. The Next

button is disabled until all required page

elements are completed.

Click the Go Back button to return to the
previous wizard page.

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

4— Go back

Basic Space Options

Spaces are created on pixstor file systems at /mmfsl/data/[Space] or at an
alternative custom location.

Spaces can be restricted to a limited amount of data.

Spaces are defined to a specific file system.
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Name & Size

Name

Name is required

Size

Filesystem

Choose a filesystem

Space colour

TB v

* Enter a name of the Space. The name is case-sensitive.

* Choose the data limit for the Space or unrestricted (Size = 0)

* Select the file system the Space will reside on across all pixstors
* Select a colour for the Space Card

Snapshots create safety copies of data on the pixstor file system.

Snapshots are not backups and should not be used as protection against media

failures
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Snapshot config

Enable automatic snapshots (:)
Frequency

daily v
Time

00 v 47 v

Snapshots are taken in the local time of each Site hosting the Space.
Snapshot retention

Tweek v

* Choose whether snapshots are required for the Space

* Choose the frequency of the snapshot

* If the frequency is daily or longer, select the time of day on the Site to snapshot
the Space

* Snapshots are scheduled and taken based on the local timezone of each Site
where the Space is hosted

* Choose how long to retain the snapshots

Select the Sites to create this Space on

A Space can exist across multiple Sites.

By default data does not move across multiple Sites. Scheduled workflows must be
set up to enable cross-site data movement.

Hub provides the ability to synchronise a Space with two Sites - a bi-directional sync.

40



(:) London nmve v 73/240TB
ob1 No data available
(@ Paris nearline v 494TB/50TB
(@) Rome nmve v 216 TB / 143 PB
ltems per page: 20 v 1

* Select the Sites on which to create the Space

* Select the pixstor file system tier on which to host the files for the Space. The
tier is limited to those available for the file system selected in the prior wizard
screen.

If two Sites are selected the Wizard will prompt to setup a bi-directional sync.

Location

Use default location (:)

Create the space at /mmfsi/data/myspace

* To select an alternative custom location, deactivate the Use default location
slider

Click the Pick location on filesystem

Pick location on filesystem 2 )
button to open the location selector
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Select location X

) mmfs1 > ) data

London v 2 Type to filter
Name Size Number of files Date created 5
ﬁ delivery 5128 - Tue, 23 Jan 2024, 15:50:49 GMT
ﬁ LocalSpace 512B - Wed, 24 Jan 2024, 15:18:54 GMT
a projectl 4.8 GB 504 Tue, 23 Jan 2024, 15:50:49 GMT
ﬁ project2 55GB 281 Thu, 29 Feb 2024, 22:00:49 GMT
ltems per page: 20 v 1

* Select a Site to browse. Parent directories not present on another Site will be
added when a Space is created.

* Navigate to the directory under which to create the Space

* Click the Confirm button to return to the Space creation wizard

The chosen location is displayed and will be used for all Sites on which the Space is
created.

Set up bi-directional sync

If two Sites are selected on the prior wizard page, Hub prompts to setup a bi-
directional sync.

Only one bi-directional sync can run at a time.

This page can be skipped if no synchronisation is required.
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Source

London v highpriority v
Destination
Paris v default v

* Select the source Site to launch the first sync from
* Select the other Site as the destination site
* Select the Queue(s) to assign bi-directional sync to

Schedule

Determine the required frequency of the synchronisation.

Schedule

Frequency

(® Periodically

At specific time of a day

Every (Mon j ( Tue ] (Wed ] Thu Fri Sat Sun

Interval 6 hours v

Choosing Periodically will ensure that the schedule will run on the next interval set.

E.G:

* 1 hour: The synchronisation will run on the next hour (12.00, 13.00)
* 15 mins: The synchronisation will run on the next 15 minute interval past the
hour (15, 30, 45, 00)

43



Schedule name

’ schi X

Status
() Enabled

Frequency

Periodically

(® At specific time of a day

At 05 v : 00 v

te siteA
every Monday, Wednesday, Friday at 05:00

Choosing At Specific Time of A Day allows the Policy to be scheduled once per

chosen day at a specific time of day.

Hint: The schedule time is set in the Site’s local timezone, but will be stored in
the UTC timezone.

Ngenea bucket

Select a pre-defined Bucket or choose to Add a new Bucket to associate with the

Space.
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Ngenea bucket

Setup a relationship between an Ngenea bucket and the Space

Bucket selection
Bucket
Choose a bucket
team group A
team group B

<Add new Ngenea bucket>

* Select a pre-defined bucket for this Space
* Choose to add a new bucket for the Space

Adding a New Bucket
Adding a new Bucket raises the Add new Ngenea Bucket dialog.

See Ngenea for more details.

Bucket settings

Add new Ngenea bucket

Name & type

Name & type

Cloud storage

configuration
Bucket name

Advanced configuration

N

Bucket label (optional)

t labe

Storage target type

Cloud storage configuration



Selecting a Pre-defined Bucket

Selecting a pre-defined Bucket displays the chosen Bucket in the Bucket drop down.

Bucket selection
Bucket

team group C v

External target details

After either adding a new Bucket, or selecting a pre-defined Bucket the External
target details are generated for the Space to review and configure as required.
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External target details

File match

/(mmfs1/data/delivery/.+)
Regex filter to match files for migration to target. Learn more about LocalFileReg
Ngenea Target reference

delivery

Available on sites:

qatest-jtucker-260docs-siteA, gatest-jtucker-260docs-siteB

Advanced configuration

Delete on recall
Delete files from the external storage on recall

Learn more about DeleteOnRecal

Key setup

+ Add new key

* Review the external target details and configure as required
See Ngenea for more details
Shares

Prior to Space creation Shares can be assigned.

See Shares for more details



Spaces backup

Space backup

Configure backups of this space

Site(s) to backup

Select sites v

Global exclusion rules

Exclude filetypes

* Select the Sites which will perform backups for this space
* Define file extensions which must be excluded from backups across all Sites.
E.G. *.tmp

Choosing Site(s) to backup presents further backup options.

For more information refer to Backups.

Important: Multiple Sites are not permitted to backup to the same Ngenea
Target.

Updating a Space
Settings can be modified as required.

Clicking the Settings button on the
{§} Space card raises the Settings dialog for
the Space.

Important: Adding or Configuring a Space can only be performed by a Hub

Administrator or User with Space Administration rights granted through group
management.

Schedules

Click the Job Schedules menu item on the Space settings dialog.
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Space settings

Job schedules
Basic Space options

lype to filter
Job schedules

Ngenea bucket Name Workflow Schedule Paths Controls

Shares

schedule-datasync Bi-directional Space S... every 1 hours 1 path e/ p\ u

Space backup
The Schedules for the Space are viewable.

Editing a Schedule

2 Edit Click the Edit button for the Schedule to
be modified

Clicking the Edit button raises the Update job schedule dialog.
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Update job schedule X

Recurring job name

schedule-datasync X

Frequency

(® Mins or Hours

) Daily or Weekly
Interval 2 X mins v

Queue

v highpriority v

Save

* Modify the desired Schedule settings
* Click the Save button to store the modified Schedule settings

Clicking the Save button at the bottom of the Space settings dialog saves any
changes made.

Deleting a Schedule

Click the Delete button for the Schedule

=T Delete
U Pe to be deleted

Tip: Deleted Schedules are non-recoverable. If a Schedule has been
inadvertently removed, do not press the Save button, instead click off the Space
settings dialog to the main area of the screen.

Clicking the Save button at the bottom of the Space settings dialog saves any
changes made.
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Deleting a Space

&

Space settings

Basic Space options
Job schedules
Shares

Space backup

Clicking the Settings button on the
Space card raises the Settings dialog for
the Space.

Basic Space options

Size
Size
120 X TB v

Space colour

Clicking the Delete Space button raises
a confirmation dialog
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Delete the space

Deleting the Space will:
Remove this Space from Sites: london, paris
Remove SMB shares: myproject

Remove where this is the sole associated Space:
Policies: archive_over_30days

Where a Space on a Site contains data or has Snapshots, Space deletion will:
¢ fail-safe leaving data and Snapshots intact

* remove the Space from NG-Hub management

Confirm you wish to delete the space "myproject”

This process cannot be undone.

To confirm, enter the name of the space below and press the confirm button.

Cancel

The delete confirmation dialog describes what will happen when the space is

deleted, including what associated objects will also be removed.

Type the name of the space into the text input to activate the Confirm button.

Confirm you wish to delete the space "myproject"

This process cannot be undone.

To confirm, enter the name of the space below and press the confirm button.

myproject X

Cancel
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Cancel

Click the

Cancel
button to
close the
confirmation
dialog. The
space will not
be deleted.
Click the

Confirm

Shares

delete the
space.

Prior to Space creation Shares can be assigned.

Shares are created across all Sites where the Space is provisioned.

As the Space is not yet created any Share created is assigned to the whole Space. To
create Shares within the Space, edit the Space after creation and add the required

Shares.

cH

To create shares for directories within a
Space can be created via the Edit Space
button after successful Space creation.
Shares are created identically across all
Sites participating in a Space.
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Share 1

Name of share

myproject

® ='+° SMB
A NFs

Shared location

(® Entire space

Share 2

Description of share

myproject access for compute

| o SMB

(o:} Advanced settings >

® A NFS {83 Advanced settings >

Shared location

(® Entire space

4+ Add share

* Select either protocol type to create a Share

SMB protocol creates a Share with the name provided.

NFS protocol creates a Share at the Space location on the pixstor file system. Set a
suitable description of the share.

* Optionally choose to modify the Share configuration in the Advanced settings.

SMB Advanced

Extended SMB options

Modifying the extended SMB options controls the Share capabilities:
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Read onl Y

C Enable multi-threaded reads
() Enable multi-threaded writes
() Locking for root share
() SM Support

Guest OK

Select the available extended SMB options as appropriate:

Option Description

Read only If enabled then users of Fhe Share may
not create or modify files in the Space.

Enable multi-threaded writes Enable asynchronous reads and writes

Locking for root share Enforce file locking

Support Ngenea operations to data
within the Space

Access will be permitted as the default
guest user

HSM support

Guest OK

SMB Custom Options

On occasion Administrators may find it necessary to further tailor SMB Shares in
order to provide additional capabilities E.G. compatibility or performance tunings.

Pixstor supports additional SAMBA Custom Options per-share. Custom Options
defined for a Space’s Share are applied across all Sites where the Space is
provisioned.

Important: SMB Custom Options are applied verbatium to the underlying SAMBA
configuration. Incorrect entries can result in service outage.

Add a new Custom Option as follows:

+ Add new key Click the Add new key to define a new
' custom option
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Enter the name of the custom option
------------------- . setting in the Keyword field

| Select the type of custom option from
Numeric the drop down menu. Choose or enter
the value for the custom option.

Boolean

Example of added Custom Options:

2 fullaudit (W)

Boolean v False v

+ Add new key

To modify an existing custom option change the keyword, type or values as
appropriate.

To delete a custom option select the bin icon next to the item.

O Click the delete button to remove a
custom option

Admin Users

Granted full permission to data in the Space to a specific set of users or groups:
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Admin users

Users (username) or groups (@groupname) which will always have full control of all files.

jbloggs X @admin_team X

* Add users by username
* Add groups by prefixing the group name with an @ character

Hint: For users or groups containing spaces or symbols, etc. use quotes. E.G.
@"Domain Admins”

Allowed Users

Restrict the access to the share to a specific set of users or groups:
Allowed users

Users (username) or groups (@groupname) which are permitted to connect to the SMB share.

joe bloggs X @designers X

* Add users by username
* Add groups by prefixing the group name with an @ character

Hint: For users or groups containing spaces or symbols, etc. use quotes. E.G.
@"Domain Admins”

Force permissions

In some scenarios it may be desirable to force the file and directory permissions to
specific values in order to create a consistent known permission model. Typically this
is observed where systems are not connected to Identity Management services such
as Active Directory, LDAP or similar.
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Enable force permissions C

T R Execut S
User

Group

Other

* Set the permission overrides as required

Host access control

pixstor provides the ability to limit connectivity to specific network clients.

1. If no allow or deny options are defined pixstor will allow connections from any
system.

2. If only a hosts allow option is defined for a share, only the network clients listed
will be allowed to use the share. All others will be denied.

3. If only a hosts deny option is defined for a share, any network client which is
not listed will be able to use the share.

4. If both a hosts allow and hosts deny option are defined, a network client must
appear in the hosts allow and not appear in the hosts deny to access the share.

Hosts allow

Hosts to allow

27.3311.62 W]

* Add the required hosts by specifying the IP address
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<+ Add host

U

Hosts deny

Hosts to deny

Click the Add host button to add
additional hosts

Click the delete button to remove a host

* Add the required hosts by specifying the IP address

<+ Add host

U

NFS Advanced

Extended NFS options

Click the Add host button to add
additional hosts

Click the delete button to remove a host

Modifying the extended NFS options controls the Share capabilities:
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NFS Advanced settings X

Extended NFS options
Extended NFS options

Additional NFS share options
ID mapping
NFS network Read only

restrictions

Asynchronous

8

Write delay

Secure ports

8

Subtree check

8

ID mapping

Select the available extended SMB options as appropriate:

Option Description
If enabled then users of the Share may
not create or modify files in the Space.

Asynchronous Enable asynchronous reads and writes

Reply to 1/O requests only after the
changes have been committed to stable
storage at a cost of performance
reduction.

Requires that NFS requests originate
from a TCP/IP port from 1-1024

Check the accessed file is in the

Read only

Write delay

Secure ports

Subtree check appropriate filesystem and also within
the Share
ID Mapping
All Squash

All Squash maps all User IDs (UIDs) and group IDs (GIDs) to the anonymous user.
This is useful for NFS-exported public FTP directories, news spool directories
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@ All squash (map all uids and gids)

User ID

Root Squash

Root squash allows the root user on the client to both access and create files on the
NFS server as root. This is conceptually equivalent to the Adminstrator in Windows.

Root Squash is needed if you are hosting root filesystems on the NFS server (E.G. for
diskless clients). You should not use no_root squash unless you are aware of the
underlying implications.

(® Root squash (map requests from uid/gid O only)

User ID

No Squash

No Squash allows the root user on the NFS client host to access the NFS-mounted
directory with the same rights and privileges that the superuser would normally
have.

(® No squash (no uid/gid mapping)

NFS network restrictions

pixstor provides the ability to limit connectivity to specific network clients.

() Available to all clients

» Select the Available to all clients option for no restrictions
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Restrict to hosts
(®) Restrict to hosts

Type in IP address or hostname U

* Add required hosts to restrict by specifying the IP address or the FQDN
hostname

Restrict to network range

(®) Restrict to network range

Range 1 .
IP address CIDR

10176.34.0 24
Range 2 .
IP address CIDR

179.63.16.8 32

+ Add IPrange

* Add the required IP address or network range and specify a valid CIDR mask to
apply the restriction

+ Add IP range Click the Add IP range button to add
additional restrictions

U Click the delete button to remove a host

Jobs

A job comprises one or more tasks, each of which perform an action.

Tasks can be data orientated (E.G. hydrate, dehydrate, SendToSite) or can be
management or configuration tasks of pixstor sites and/or services.
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Viewing Jobs

To view Jobs executed on a specific Site, select the Site from the Sites drop down
menu or choose Global to display all Jobs from all Sites.

Global

Global

London

Berlin

Paris

Rome

Click and select the site to show the jobs

from the selected site.

After selection the Jobs from the selected Site are displayed including high level
information for each Job.

Click a Job ID to view in depth information for the job.

NG-Hub Jobs
8] Global
b
D

(=]
29644
29643

&
29642

o
29641

=

=]
A 29640
(@) 20639
29638
29637
29636
29635

&
29634
29633

a System
a System
8-
a System
a System
8-
a System
a System
[
a System

[
(s

Populating/updating settings from site london

Populating/updating settings from site rome

Populating/updating settings from site paris

Applying settings to site rome’

Applying settings to site ‘paris’

Applying settings to site ‘london’

Populating/updating settings from site rome

Populating/updating settings from site paris

Populating/updating settings from site london

Checking space quota for ‘mmfst on site ‘ob

Checking space quota for ‘mmfs1, project1, delivery, project2, localspace on site ‘london

Checking space quota for 'mmfs1, datasync, delivery' on site 'rome"

Filtering the Jobs View

To display a specific Job ID, enter the ID in the filter bar.

i, 22 Mar 2024, 13:59:46 GMT

ri, 22 Mar 2024, 13:59:33 GMT

i, 22 Mar 2024, 13:58:40 GMT

i, 22 Mar 2024, 13:50:53 GMT

ri, 22 Mar 2024, 13:50:40 GMT

i, 22 Mar 2024, 13:50:28 GMT

i, 22 Mar 2024, 13:50:11 GMT

ri, 22 Mar 2024, 13:50:07 GMT

i, 22 Mar 2024, 13:50:04 GMT

i, 22 Mar 2024, 13:39:57 GMT

ri, 22 Mar 2024, 13:39:57 GMT

ri, 22 Mar 2024, 13:39:57 GMT

H hubadmin v

= Filters v

Success

Pending

Success

Success

D
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= Filters A

Global v Q Filter jobs by Id
Filters
Hide noop Date created v State v Queue v Workflow Job creator v

Clear all

JobID ¢ Job creator Site Description Workflow ¢ Date created v Progress Queue State ¢
87468 é) schedule-sync-test London Bi-directional space sync of /mmfs1/data/sync-... Bi-directional space sync Thu, 22 Aug 2024, 17:14:00 GMT+1 V — Success
87467 é schedule-sync-test London Bi-directional space sync of /mmfs1/data/sync-... Bi-directional space sync Thu, 22 Aug 2024, 17:13:00 GMT+1 V — - Success

Jobs for a site can be additionally filtered through selection of various criteria.

Click the filter button to display the

— Filters ,\o available filters. The number of applied
- filters is displayed on the Jobs filter
button.
Select the Hide noop filter option to hide
Hide noo any job which did not perform any
i P

action as the job determined that no
actions were required.

Click the Date Created button to filter
Date created for any job which was created between
two date ranges.

Clicking the Date Created button raises the date selection dialog. Choose the criteria
required and click the Save button to apply the date range.

Choose a date range X
Tod.
oday Mar 5, 2024 Mar 16, 2024
Yesterday
This Week < March . 2024 ~ >
Last Week Mar 2024 Apr 2024
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
This Month
1 2 1 2 3 4 5 6
Last Month
3 4 (S 6 7 8 9 7 8 9 10 " 12 13
days up to today 10 11 12 13 14 15 16 14 15 16 17 18 19 20
days starting today 17 18 19 20 21 22 23 21 22 23 24 25 26 27
24 25 26 27 28 29 30 28 29 30
31

Save
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State v

Status
New
Pending
Started
Succeeded

Error

Failure

Skipped

Cancelled
Cancelling
Pausing
Unknown

Queue v

Workflow W

Type

Bi-Directional Sync

Delete File
Dehydrate

Pre-Stage

Hydrate

Reverse Stub

Send

Send to Site (hydrated)

Send to Site (dehydrated)

Click the Job State button to display jobs
matching the status. Available statuses
are:

Description

A job has been created

The job is waiting to run
The job is running

The job finished successfully

The job finished with one or more error
conditions

The job finished with one or more failure
conditions

The job was skipped as the work
assigned to the job was not required to
be undertaken - no change would have
occurred if the job had run.

The job was cancelled
The job is in the process of cancelling
The job is in the process of Pausing

The job experienced a result which could
not be matched to a Status

Click the Queue button to filter for jobs
matching the Queue.

Click the Workflow button to filter for
jobs matching the Workflow. Available
workflows are:

Description

Data synchronisation between two sites
Deletion of a designated data
Dehydration of data

Staging of data to an Ngenea target.
Subsequent dehydrations save time as
there is no requirement to stage data
prior to dehydration.

Hydration of data

Creation of dehydrated files not prior
existing which reference data in an
Ngenea target

Deliver data from a source to a
destination site

Deliver data from a source to
destination site as hydrated files

Deliver data from a source to
destination site asdehydrated files

65



Type Description

Synchronising data from a source to a
destination site

User or application initiated hydration of
data on reading

Sync Space to Site
Transparent Recall

Click the Job creator button and select
Job creator v/ the name of one or more creator(s) to
view jobs by the selected creator(s)

Viewing a Job

Clicking a Job ID in the main Job screen displays the in depth information for the job.

G

Job 87484 (Dehydrate of '/mmfs1/data/JOBS/0001file,...' on "London’)

Item stats

Task list = Fiters +

83508

The Job View comprises:

Task stats

The total count of types operation result per task is represented by the horizontal
bar segments.

Hovering over the bar provides the count of each task status for the tasks
processed.

Task stats

File/ltem stats

The total count of types operation result per item is represented by the horizontal
bar segments.
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Iltems may be files, directories or Objects.

Item stats

Hovering over the bar provides the count of each type processed.

Bi-Directional Sync and Site Sync workflows only provide File stats.

File stats

The Job Side bar

Enlarge/Reduce

Clicking the toggle displays the Job Side
bar to show:
0 * Job info
» Task stats
* File Stats (Item stats)

Clicking the toggle button again hides the Job Side bar.

Reordering

Re-arrange items in top to bottom order by dragging vertically up or down.
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Side bar organizer

Job info

Task stats

File stats

Save

Job Controls

Jobs provide the following controls where supported by the Workflow:

@ Pause job

If supported by the Workflow, click the
Pause job button to pause the Job. Tasks
which are not running will be paused.

@ Resume job

If supported by the Workflow, click the
Resume job button to resume a paused
Job.

X Cancel job

Click the Cancel Job button to cancel any
future tasks from running and no longer
proceed with the Job

") Re-submit job

Click the Re-submit job button to launch
an identical Job on the Job queue

[J Delete job

Click the Delete Job button to remove
the records of the Job and associated
tasks from the Hub database

Job Info Summary

Provides an overview of high level information of the Job.
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Job info —_—

Status Success
Job ID 87468
Workflow Bi-directional space sync
Description Bi-directional space sync of /...

Site London
Queue highpriority
Owner schedule-datasync
Date created 22.08.2024,17:14 GMT+1
Date completec 22.08.2024,17:14 GMT+1
Runtime 15.9 seconds

Job Workflow Fields

Provides a listing of any workflow fields the job was executed with.

Workflow fields -
rat
Destinationsite paris
Sync preference newest
>Na ITT rotate |
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Job Info Task Stats

Jobs undertake tasks to process one or more actions, files, directories or objects as
defined by the Workflow.

The Task stats displays the total count of types operation result per task.

Task stats -

Item stats

The total count of types operation result per item is represented by the horizontal
bar segments.

Items may be files, directories or Objects.

Hovering over the bar provides the count of each operation type for the files
processed.
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Item stats B

240

File stats
Bi-Directional Sync and Site Sync workflows only provide File stats.

The File stats displays the total count of types operation result per file or directory.

File stats —_
1234

G 0
1234
0
. 0
0

The Job Task List

The Job details page is viewed with a task-based view or with a item-based view.

Switching between views can be done by clicking Tasks view or Items view on the
top right corner of Job Tasks page.
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Job 9

Tasks View

The Task view displays all tasks comprising a job, their ID, type,

status.

Task list

c9db871a-154¢c-467e-9136-fb56cc8677f0
f2e1e161-816f-403f-84ff-fb789498db7d
99d4edcd-cB84a-4121-90ef-4cd58bb75fel
€9b294c6-5a0b-4ebf-8fcc-f695b4cb0913

flbSc1b1-2bcd-426b-93ed-69131757b355

Filtering the Job Task List

dynamo.tasks.recursive_action

dynamo.tasks.reverse_stub

dynamo.tasks.migrate

dynamo.tasks.remove_location_xattrs_for_moved

dynamo.tasks.recursive_action

Thu, 17 Aug 2023, 12:16:03 GMT+1

Thu, 17 Aug 2023, 12:16:08 GMT+

Thu, 17 Aug 2023, 12:16:08 GMT+1

Thu, 17 Aug 2023, 12:16:08 GMT+

Thu, 17 Aug 2023, 12:16:08 GMT+1

start time and

Success
Success
Success
Success

Success

Tasks for a job can be additionally filtered through selection of various criteria.

2]

= Filters A

State v

Status
New
Pending
Started
Succeeded

Error

Failure

Skipped

Cancelled
Cancelling

Click the filter button to display the
available filters. The number of applied
filters is displayed on the Task list filter
button.

Click the State button to display jobs
matching the status. Available statuses
are:

Description

A task has been created

The task is waiting to run

The task is running

The task finished successfully

The task finished with one or more error
conditions

The task finished with one or more
failure conditions

The task was skipped as the work
assigned to the job was not required to
be undertaken - no change would have
occurred if the job had run.

The task was cancelled

The task is in the process of cancelling

72



Status Description
Whilst running, the task was unable to

Aborted proceed correctly and aborted the in
progress action

Paused The task is paused

Pausing The task is in the process of pausing

The task experienced a result which

Unknown could not be matched to a Status

Click the Task type button to filter for a
specific task type which comprises the

Tasktype v Job. The task types are dynamic
therefore the displayed types may differ
per job type.

ltems View

The Item view displays the object paths for all tasks across the job. When the
Failed items tab is selected, the error message is displayed for failed items.

Job 12 & Tasks view ) Re-submitjob ] Delete job

@ Processe

Completed items

/mmfs1/data/aws_data/file2
/mmfs1/data/aws_data/file1
/mmfs1/data/aws_data/file3

ltems perpage: 20 v 1

Clicking on a path displays the task history across the job.

Task history for path: /mmfs1/data/aws_data/filel X
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Clicking on each task in task history displays the task details for the chosen task ID.

Output for task #18 X

SEILY s
1
"task id" :

"tasktype" :

"state" :
"started" :
"completed"
"runtime" : 0.052108
"job" :
"site" :
"paths" :
= "result" :

B "log" :

Filtering the Items List

To search for a specified item, enter the path in the filter bar. It will only search paths

based on the state of the active tab out of the Queued/Failed/Completed options.

Completed items

/mmfs1/data/aws_data/file2
/mmfs1/data/aws_data/file1
/mmfs1/data/aws_data/file3

tems perpage: 20 v 1

Task information Dialog

Clicking a task ID in the Job Task List displays the information for the chosen task.

74



Task: c9db871a-154c-467e-9136-fb56cc8677f0

"root" :
"url" : "
"taskid" :
"tasktype" :
"state" : '
"started" :
"completed" :
"runtime" :

"numfiles" :

"numprocessedfiles" :

"numskippedfiles" :
"numabortedfiles" :
"numcancelledfiles” :
"numfailedfiles"

Dependent on the number of operations and the quantity of inputs to the task, the
information displayed can range from short to extensive.

Optionally select an action button to more easily view the Task Information.

d)

Settings Task Jobs

Click the Full Screen button to display
the Task Information in a larger view

Click the Copy button to copy the Task
Information output to the clipboard.

Click the Download button to download
the Task Information locally

Click the Close button to close the Task
Information dialog

All settings tasks are shown as submitted by System. This includes tasks triggered
automatically in the background (like for shares and spaces), where the system
doesn’t have information about the user who started the action.

Schedules

Hub can regularly perform the same action to a Space via Job Schedules.
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Spaces which are deployed with Bi-Directional Sync automatically have a Schedule

added.

Schedules can be added to the entirety of a Space. It is also possible to schedule
more granular activities within a Space for some workflow types, E.G. regular
Hydration of an individual file or directory.

Policy-based Tiering has different configuration options to other workflow types.

See the Policies page for more details.

Viewing Schedules

To view available Schedules, click the Schedules menu button.

Ngenea Schedules

8] Global v

7
Status ¢ Schedule name A

B
@ Enabled schedulel
@ Enabled schedule2
@ Enabled schedule3

,0\)

o

=]

Adding a Schedule

Click the Create Schedule button to display a dialog to configure a Schedule.

4 Create schedule

Workflow ¢

Dehydrate

Hydrate

Sync Space to Site

Spaces

mmfsl

mmfs1

mmfs1

Navigates to the Schedules screen

Managed paths Schedule

1path @ every M
1path every M
1path & every M

londay, Wednesday, Friday at 05:00 (Europe/London) ()
londay, Wednesday, Friday at 04:00

londay, Wednesday, Saturday at 03:00 (Europe/London) ()

2 Edit

2 Edit

2 Edit

Important: This function can only be performed by a Hub Administrator

Creating a Schedule Wizard

Navigating the Wizard

X

Click the close button to exit the wizard.
Changes are not saved.

R root v

+ Create schedule

{J Delete
J Delete

{J Delete
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Click the Next button to advance to the

next page of the wizard. The Next
button is disabled until all required page
elements are completed.

Click the Go Back button to return to the
previous wizard page.

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

4— Go back

Workflow

Basic workflow settings

Workflow
S Dehydrate v
Source Queue
New York v default v

* Set the desired workflow type
e Select the Site and Queue the workflow will run on

Configure workflow fields
Filesystem locking level for ngenea operations

Partial v

* Configure workflow-specific fields (if applicable)

Managed paths

Select paths which the schedule should manage



Managed paths

Choose the paths managed by the schedule

Type to filter

Name

i delivery
iR iobs
R LocalSpace
e &

ﬁ projectl

Initially, a list of spaces is displayed.

Managed paths

Choose the paths managed by the schedule

4— View all spaces

datasync

paris v Type to filter

Name

Click a space name to view and select space contents.

Selections

/mmfs1/data/delivery

Size

11GB

54 GB
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Automation

Schedule settings

Choose the schedule settings for the workflow

Schedule name

dehydrate-videos

Status

() Enabled

Frequency

(® Periodically

At specific time of a day

Every ( @Mon ) ( @ Tue | (@Wed | (@ Tru )( @ Fi (@ st )( @swn )

Interval 1 X mins v

Give the Schedule a descriptive name

Determine the required frequency of the Scheduled run.

Choosing Periodically will ensure that the Schedule will run on the next interval set.
E.G:

* 1 hour: The Schedule will run on the next hour (12.00, 13.00)
* 15 mins: The Schedule will run on the next 15 minute interval past the hour (15,
30, 45, 00)
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Schedule name

Status
(:) Enabled

Frequency

Periodically

(® At specific time of a day

te siteA
every Monday, Wednesday, Friday at 05:00

Choosing At Specific Time of A Day allows the Schedule to run once per chosen day
at a specific time of day.

Hint: The schedule time is set in the Site’s local timezone, but will be stored in
the UTC timezone.

The schedule may be disabled at the point of creation by switching the Enabled
toggle to Disabled.

Summary

Upon completing the wizard steps a summary is presented:
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Summary

Review the schedule definition below.

Workflow
Dehydrate

Managed paths

1path e‘/

Schedule settings

every 1 mins

Schedule name

dehydrate-videos

Finish & Create >

€ Go back and edit

€ Go back and edit

€ Go back and edit

€ Go back and edit

Click the Finish & Create button to apply

the changes displayed on the wizard

summary page.

Alternatively Go back and change the proposed configuration as required or close
the wizard to cancel the creation of the Schedule.

Editing a Schedule

Important: This function can only be performed by a Hub Administrator.

Clicking the Schedules button in the main menu bar displays the list of schedules:

Ngenea Schedules
8] Global v
i
Status & Schedule name ~
(]
@ Enabled schedulel
@ Enabled schedule2

@ Enabled schedule3

Site

siteA

Workflow ¢

Dehydrate

Hydrate

Sync Space to Site

Spaces

mmfs1

mmfs!

mmfst

Managed paths

1path &}

1path &;

1path

Schedule
every Monday, Wednesday, Friday at 05:00 (Europe/London) ()
every Monday, Wednesday, Friday at 05:

every Monday, Wednesday, Friday at 04:00 (Europe/London) ()

every Monday, Wednesday, Saturday at 03:00 (Europe/London) ()

00 (Europe.

R root v

+ Create schedule

Controls
) Edit 7 Delete
/London)

O Edit  J Delete

) Edit 7 Delete
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/ Edit Click the edit icon on the required Policy
row to edit the Policy

* Modify the Schedule settings as required. Refer to Adding a Schedule for
settings guidance.

Schedule settings X

Workflow arChive‘tO'gcs Delete schedule T

configuration

Workflow configuration
Managed paths

Schedule settings Basic workflow settings
Workflow
& Archive to GCS v
Source Queue
London v highpriority v

Managed paths

Q Type to filter
Name

B delivery

Deleting a Schedule

Important: This function can only be performed by a Hub Administrator.

Clicking the Schedules button in the main menu bar displays the list of Schedules:
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Ngenea Schedules

gg S < Schedul ~ Si Workfi ] Sy M: d th Schedule Control:
(]
@ Enabled schedulel siteA Dehydrate mmfsi 1palh6 every Monday, Wednesday, Friday at 05:00 (Europe/London) () ' Edit {J Delete
4 every Monday, We day, Friday at 05:00 (Europe/London)
@ Enabled schedule2 siteA Hydrate mmfs1 1path every Monday, Wednesday, Friday at 04:00 (Europe/London) () ' Edit {7 Delete

a

o () Enabled schedule3 siteA Sync Space to Site mmfst 1path 6 every Monday, Wednesday, Saturday at 03:00 (Europe/London) () ' Edit {J Delete

A

o

[J Delete Click the delete icon on the required

Schedule row to delete
A confirmation dialog is raised:
Delete schedule: archive-to-gcs X
No
* Click Yes to delete the Schedule. This action is irreversable.
* Alternately click no, or close the confirmation dialog.
Disabling a Schedule
Important: This function can only be performed by a Hub Administrator.
. , o

O Enabled Click the Enabled toggle to disable th

schedule

When a schedule is disabled it will not run.

Click the toggle again to re-enable the schedule.

Policies

Hub provides the capability to perform actions to data via Policies.
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Policies comprise criteria, conditions and triggers which are applied to data within
one or more Spaces residing on a Site.

Viewing Policies

To view available Policies, click the Schedules menu button.
C; Navigates to the Schedules screen

Policies are displayed alongside other workflow schedules. Policies have workflow
type Policy-based Tiering

Ngenea Schedules R root v

8] Global v Type to filter by na + Create schedule

Status ¢ Schedule name A Site Workflow & Spaces Managed paths Schedule Controls

@ Enabled schedulel siteA Dehydrate mmfs 1path @ every Monday, Wednesday, Friday at 05:00 (Europe/London) () ' Edit {J Delete

4 every Monday, Wednesday, Friday at 05:00 (Europe/London)

@ Enabled schedule? siteA Hydrate mmfs1 1path 6 every Monday, Wednesday, Friday at 04:00 (Europe/London) () ' Edit {J Delete

@ Enabled schedule3 siteA Sync Space to Site mmfs1 1path & every Monday, Wednesday, Saturday at 03:00 (Europe/London) () £ Edit {7 Delete

Adding a Policy

Click the Create Schedule button to display a dialog to configure a Schedule.

+ Create schedule

Important: This function can only be performed by a Hub Administrator

Creating a Schedule Wizard

Navigating the Wizard

Click the close button to exit the wizard.
Changes are not saved.

X
Click the Next button to advance to the

next page of the wizard. The Next
button is disabled until all required page

elements are completed.
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4— Go back

Click the Go Back button to return to the

previous wizard page.

= Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

Workflow

Workflow configuration

Configure the workflow to be executed by the schedule

Basic workflow settings

Workflow

83 Policy-based Tiering v

Policy name

* Set the Workflow type to “Policy-based Tiering”

Name

* Provide a descriptive name for the Policy

Scope

Help tip

Use policies to: Tier data down to slower perfomance
tiers or to promote data up yo higher performance
tiers. Free space on a site's PixStore file system by
migrating data to an Ngenea target. Policies can be
automatically enacted on a schedule or run as required
manually. Use one or more conditions to select distinct
data to process.

The same Policy can run against one or more Spaces concurrently for a Site.

Policies are specific to a Site.
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Scope

Spaces to include when applying the policy
Select site
London v

Select spaces

Name A Used space Free space Total space

o
m

-I LocalSpace 0B 0B
-I delivery 0B 0B OB

-l mmfs1 0B 0B 0B

( @ -ﬂ project] 0B 0B 0B
[ @ -ﬂ project2 0B 0B 0B
ltems per page: 20 v 1

* Select the Space or Spaces to run the Policy against on the Site.

Pool triggers

Setup a pool trigger to define the flow of data.
Examples of supported data flows are:
Pool to Pool

Data in pool nvme is tiered to pool nearline according to the Policy conditions.
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Pool trigger

Storage pool 1

Maximum utilisation

Storage pool 2

nearline v

Maximum utilisation

Add another pool to this hierarchy +

Pool with Utilisation Limit
Data in pool nvme is tiered to pool nearline according to the Policy conditions.

Assuming a full nvme pool, data over which matches Policy conditions and is filling
the pool over the 40% maximum utilisation is targeted for tiering to pool nearline.
Data will be tiered until nearline reaches 80% utilisation or the nvme reaches 40%
utilisation. If neither can be achieved, a best fit results.

Storage pool 1

Storage pool 2

nearline v

C Maximum utilisation 80

Hint: Ngenea source/destinations are only supported with one additional pool.
Specifying more than two pools, including Ngenea will result in no data
orchestation to/from Ngenea Targets.

Pool to Ngenea
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Data in pool nvme is dehydrated to an Ngenea Target according to the Policy

conditions.

Pool trigger

Storage pool 1

nmve

Maximum utilisation

Storage pool 2

Ngenea

When total pool storage usage exceeds
Migrate files until storage usage falls to

Pre-emptively pre-migrate an extra

Ngenea to Pool

Data in an Ngenea Target is rehydrated to pool
conditions.

nvme according to the Policy
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Pool trigger

Storage pool 1

Ngenea v
tal | stor usag
Migrate files until storage usage falls to
Pre-emptively pre-migrate an extra
Storage pool 2
nmve v

Maximum utilisation

Add another pool to this hierarchy +

Ngenea Watermarks

Utilise Ngenea watermarks to provide finite control over data states during Policy
processing.

The following example provides (assuming 93% utilisation):

» Data will only be de-hydrated when the Storage Pool 1 (E.G. nvme in the above
example) is utilised over 90%

* 13% of data residing on the pool will be de-hydrated, reducing utilisation to 80%
* A further 10% of data residing on the pool will be Pre-Staged, ensuring that

future de-hydrations process the first 10% of data faster as the data is already
present in the Ngenea Target

Ngenea

() When total pool storage usage exceeds 90

Migrate files until storage usage falls to 80

() Pre-emptively pre-migrate an extra 70
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Processing order

Select the processing order of the data.

Processing order

Biggest Files First

Conditions

For more finite control of the data targeted, add a Condition group.

Click the Add condition group button to

-+ Add condition group "
add a Condition group

* Specify the criteria for the condition group as necessary
* It is not required to specify all selections of the Condition group

Condition groups

¢ Oldest images U

Selection by date

Include v All files accessed at a time older than v 365 days v
Selection by filetype
Include v
*.png X *jpg X
Selection by size
Include v Files less than v 20 Byte v

— Minimize
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Perform optional actions:

¢ Condition group

+ Add condition group

Automation

Click the Condition Group Edit button to
name the Condition group

Click the delete icon to remove the
Condition group

Click the Add condition group button to
add further Condition groups

To setup a regular scheduled Policy run, enable the Automate Schedule slider.

Determine the required frequency of the Policy run.

Status

() Enabled

Frequency

(® Periodically

At specific time of a day

Every [ @Mon | (@ Tue | (@Wed | (@ T )( @ Fri )( @ st (@S )

Interval

Choosing Periodically will ensure that the Policy will run on the next interval set.

E.G:

* 1 hour: The Policy will run on the next hour (12.00, 13.00)
* 15 mins: The Policy will run on the next 15 minute interval past the hour (15,

30, 45, 00)
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Schedule name

Status
() Enabled

Frequency

Periodically

(® At specific time of a day

siteA
every Monday, Wednesday, Friday at 05:00

Choosing At Specific Time of A Day allows the Policy to be scheduled once per
chosen day at a specific time of day.

Hint: The schedule time is set in the Site’s local timezone, but will be stored in
the UTC timezone.

The schedule may be disabled at the point of creation by switching the Enabled
toggle to Disabled.

Choose the number of Threads to assign to the policy run.

Performance

Choose the number of policy threads to use. More threads deliver faster processing, but take care to balance
the total workload of all policies running on the site versus the available resources.

Threads Level

Hint: Best practice is to start small and increase after assessing the impact of the
policy to the Site.
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Summary

Upon completing the wizard steps a summary is presented:

Summary

Review the policy definition below.

Policy name )
€ Go back and edit
migrate_images

Policy type
€\ Go back and edit
S Migrate

Scope

projecti project2

€ Go back and edit

Threads level

. € Go back and edit

Migration hierarchy
€\ Go back and edit

nmve -+ Ngenea

Processing order & conditions )
€ Go back and edit
Biggest files first - 1 condition

» Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

Alternatively Go back and change the proposed configuration as required or close
the wizard to cancel the creation of the Policy.

Editing a Policy
Important: This function can only be performed by a Hub Administrator.

Clicking the Schedules button in the main menu bar displays the list of schedules:
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Ngenea Schedules

R root v

&) Global v Type to filter by name + Create schedule
B

Status ¢ Schedule name ~ site Workflow ¢ Spaces Managed paths Schedule Controls
(]

@ Enabled schedulel siteA Dehydrate mmfsl 1path & every Monday, Wednesday, Friday at 05:00 (Europe/London) () P Edit 7 Delete
4 every Monday, Wednesday, Friday at 05:00 (Europe/London)

@ Enabled schedule2 siteA Hydrate mmfs 1path Q/' every Monday, Wednesday, Friday at 04:00 (Europe/London) () ' Edit {7 Delete

@ enabled schedule3 siteA Sync Space to Site mmfst 1path Qj every Monday, Wednesday, Saturday at 03:00 (Europe/London) () /' Edit {J Delete
o
=
=]
o

/ Edit Click the edit icon on the required Policy
row to edit the Policy

* Modify the Policy settings as required. Refer to Adding a Policy for settings
guidance.

Schedule settings X

Workflow project_to_cloud Delete schedule TJ

configuration

Workflow configuration

Scope
Pool triggers Basic workflow settings
Workflow
Conditions
2 Policy-based Tier v

Schedule settings
Policy name

project_to_cloud X

Scope
Select site

London v

Select spaces

Name ~ Used space Free space Total space

Deleting a Policy

Important: This function can only be performed by a Hub Administrator.
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Clicking the Schedules button in the main menu bar displays the list of Schedules:

Ngenea Schedules R root v

&) Global v Type tofilter by name + Create schedule

Status ¢ Schedule name A Site Workflow & Spaces Managed paths Schedule Controls

@ Enabled schedulel siteA Dehydrate mmfsi 1path 6 every Monday, Wednesday, Friday at 05:00 (Europe/London) () ' Edit {J Delete

day, Friday at 05:00 (Europe/London)

@ Enabled schedule2 siteA Hydrate mmfs1 1path & every Monday, Wednesday, Friday at 04:00 (Europe/London) () ' Edit {7 Delete

@ enabled schedule3 siteA Sync Space to Site mmfs1 1path @ every Monday, Wednesday, Saturday at 03:00 (Europe/London) () 2 Edit {J Delete

Click the delete icon on the required

[J Delete _
Schedule row to delete the Policy

A confirmation dialog is raised:

Delete policy X

Yes

No

* Click Yes to delete the Policy. This action is irreversable.
 Alternately click no, or close the confirmation dialog.

Running a Policy

Policies are run either on a Schedule, as specified in the Wizard on creation or in the
Schedule settings.

Alternatively, policies can be run on demand by clicking the Run button in the
relevant row of the Action column on the Schedules page.

Important:

* Policies cannot be cancelled from the Hub Ul once started
* Progress feedback is not visible in the Ul
* Ensure the Policy is appropriate prior to running or scheduling

®) Run Click the Run button to manually start
the Policy run
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A confirmation dialog is raised:

Run policy X

Yes

No

* Click Yes to run the Policy.
* Alternately click no, or close the confirmation dialog.

Running Policies are shown on the Jobs page, subject to the above constraints. I.E.
no controls are available for Polices on the Jobs page.

Policies provide specific Policy information when the Job is selected in the Jobs Page.
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g~
O
Policy info —_
migrate_images
Migration
London
Enabled

06.06.2024, 22:42 GMT+

mmfs1

Biggest files first

Refer to doc:jobs for further Jobs guidance.

Cancelling a Policy

Presently there is no capability to cancel a running Policy via the Hub UI.

Running policies can be terminated by issuing a kill -9 to the mmapplypolicy
process running on the relevant Ngenea node on the Site.

Upon terminating the running policy via the CLI, the Hub job will also terminate. The
resultant Job state is (correctly) Failure - as the running policy was forcibly
terminated.

Groups & Users

Hub provides management of Groups and Users internally.
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Users may be authenticated by external directory services such as LDAP or Active

Directory.

Two default groups are provided:

* Members of Administrators can configure and manage all Sites and Spaces

* Members of Users have read-only access to all Spaces

Additional groups can be deployed to provide restricted access for users to Sites and

Spaces.

Viewing Groups

To view the available Groups managed in Hub, select the Group tab.

Important: Group management can only be performed by a Hub Administrator.

NG-HuBf Groups & Users

o Group
2
[m]
Administrators
%
> 3 hubadmin [Hub Admi
2 Edit @ hube ":'"[ ub Admin] Tue, 23 Jan 2024, 10:40:58 GMT Thu, 29 Feb 2024, 22:35:26 GMT
o hubadmin@mycompany.corr
]
. ° localsshadmin [Local SSH Admin] Wed, 24 Jan 2024, 14:2318 GMT
=
8
Local SSH Admins
/) Edit
o HEEEER O s ot
OB Software
Usemame A
2 Edit
ShotMgmt
& mame A
) Edit
. O
mgmt@my y.com

The Groups tab provides the following actions:

* Group creation
* Group deletion
* Group member management

Filtering the Groups View

To display Groups matching keywords, enter the keywords in the filter bar.

+ Create group

TJ Delete

J Delete

J Delete

TJ Delete
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Q X + Create group

Administrators

Default group for users with administrative Username A Date joined ¢ Lastactive ¢ Controls
access
Vi Edit o hubadmin Fri, 30 Aug 2024, 10:56:01 GMT+1 Mon, 02 Sep 2024, 13:35:09 GMT+1
localsshadmin [Local SSH Admin] -
N Mon, 02 Sep 2024, 14:34:23 GMT+1 - J Delete
sshadmin@mycompany.com
° root Fri, 10 Feb 2023, 15:06:31 GMT+1 Thu, 29 Aug 2024, 15:20:52 GMT+1 TJ Delete
LocalSSHAdmins
Local SSH Admins Username A Date joined ¢ Lastactive ¢ Controls

o/ Edit
localsshadmin [Local SSH Admin]

e hadmin@ Mon, 02 Sep 2024, 14:34:23 GMT+ - TJ Delete
.

Group Members
The Groups View will only display up to four members per group.

View all members () Click the View all members button to
view all the members of the group

Clicking the View all members button raises the Group Membership dialog.

vfx_grading members X

Q Type tofilter by username

localsshadmin [Local SSH Admin]

. X Remove
sshadmin@mycompany.com

localuser [Local User]

e X Remove
shotmgmt@mycompany.com

obsoftware [OB Software]

. Remove
obsoftware@mycompany.com
readonly [Read Only]
— X Remove
myuser@mycompany.com
resolve2 [resolve 2]
X Remove

resolve2@mycompany.com

Save

To filter for a User within the list of group members enter a keyword in the Filter
for...

X
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Click the Remove button to remove a
User from the Group

X Remove

Tip: If a User has been inadvertently removed, do not press the Save button,
instead click off the Group members dialog to the main area of the screen.

Clicking the Save button at the bottom of the Group members dialog saves any
changes made.

Creating Groups

Click the Create Group button to display a dialog to configure a new group.

4 Create group

Important: This function can only be performed by a Hub Administrator

Basic Group Options

Basic settings

Group name

Users

Select users v

* Enter a name for the group. The name is case-sensitive and may not contain
whitespace
* Enter a human-readable description for the group.

Select zero or more users to assign to the group
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Users

Select users A

hubadmin

localsshadmin

* Click a username to select it
* Click the username again to deselect it

Group Space Options

Select which Spaces can be viewed and administered by users in this group.

Spaces
Administrated Spaces

1Space selected v

User Spaces

Select Spaces v

* Administered Spaces can be viewed and browsed, and can have their settings

changed
* User Spaces can be viewed and browsed, but cannot have their settings

changed

To filter for a Space within the list of spaces enter a keyword to filter for

Spaces
Administrated Spaces

Select Spaces A
job
jobs
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Selected spaces are shown as chips. Clicking the ‘X’ on a chip deselects the space.

Management Settings

Select whether users in the group have the right to administer Ngenea Hub

Management

Administer Sites/Hub ()

Whether this group has rights to administer sites and the Hub

This includes the right to:

» Configure site settings

* Manage and run policies

* Manage Groups and Users

* View Alerts

* Manage, browse, and import from Targets
* Manage Global Settings

NAS Group Settings

Select whether the group should be created as a local NAS group.

NAS Group Settings

Also create this group on all pixstors ()

This will create a unix group on PixStor for all sites.
Deleting Groups

LocalSSHAdmins

Local SSH Admins
) Edit

A confirmation dialog will be displayed
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Delete the group

* Click “No” to close the confirmation dialog. The group will not be deleted.

* Click “Yes” to confirm and remove the group.

The default groups Administrators and Users cannot be deleted.

Viewing Users

To view the available Users managed in Hub, select the Users tab.

Important: User management can only be performed by a Hub Administrator.

NG-Hub. Groups & Users
Q U
i
tofilte
(]
Usemame A Email ¢
© ° hubadmin [Hub Admin] hubadmin@mycompany.com
. e localsshadmin [Local SSH Adrmin] sshadmin@mycompany.com
8 ° localuser [Local User] shotmgmt@mycompany.com
A ° localuser2 [Local User] swrev@mycompany.com
o
obsoftware [OB Software] obsoftware@mycompany.com
@ readonly [Read Only] myuser@mycompany.com
e resolve2 [resolve 2] resolve2@mycompany.com

0 -

Items per page: 20 v

The Users tab provides the following actions:

* User creation
* User deletion
* Group member management

Date joined &

Tue, 23 Jan 2024, 10:40:58 GMT

‘Wed, 24 Jan 2024, 14:23:18 GMT

Wed, 24 Jan 2024, 11:50:35 GMT

Wed, 24 Jan 2024, 11:57:42 GMT

Wed, 24 Jan 2024, 11:28:21 GMT

Thu, 08 Feb 2024, 11:52:36 GMT

Tue, 23 Jan 2024, 16:43:39 GMT

Tue, 23 Jan 2024, 17:35:42 GMT

1Groups Qj

3 Groups

2 Groups &)

2 Groups ()

2 Groups ()

2 Groups (%)

1Groups &)

0 Groups

2 Edit

2 Edit

2 Edit

2 Edit

2 Edit

2 Edit

2 Edit

2 Edit

H hubadmin

TJ Delete

J Delete

TJ Delete

UJ Delete

TJ Delete

UJ Delete

J Delete
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2 Groups (5 > Edit
@ 4 Hover over the Groups column to see
LocalSSHAdmins what groups a user belongs to
Administrators

0 Gronine CA* /2 Edit

Filtering the Users View

To display Users matching keywords, enter the keywords in the filter bar.

Username A Email ¢
0 hubadmin
e localsshadmin [Local SSH Admin] sshadmin@mycompany.com

Creating Users

Click the Create User button to display a dialog to configure a new user.

Important: This function can only be performed by a Hub Administrator
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Basic User Options

User details

Configure the basic user information

Basic information

Username

Password

First name

Email

Groups

Select groups v

* Enter a name for the user. The name is case-sensitive and may not contain
whitespace

* Enter a password

* Enter First and Last name for the user

* Enter an email address for the user

The password must meet all the requirements which are listed below the password
box

Password

aelneinvine)

Select zero or more groups to assign the user to
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Groups

(® Administrators
Hub?2 Group With Spaces
mynasgroup
NGHUB-DEV-Administrators
space-admin

Users
* Click a group name to select it
* Click the group name again to deselect it

NAS User Settings

Select whether the user should be created as a local NAS user.

NAS User Settings

Also create this user on all pixstors

Grant administrative command line access to all sites

olle

Primary Group

Select a primary group v

This will create a unix user on PixStor for all sites.

Select whether to grant command line access to the user. This means the user can
connect to PixStor nodes via SSH.

Select the Primary Group for the user.
Primary Group
Select a primary group A

<Create new user group>

LocalSSHAdmIns
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The dropdown will list any existing NAS groups. Alternatively, “Create a new user
group” will create a new NAS-enabled Hub group with the same name as this user.

Deleting Users

To delete a user, click the delete “bin” icon in the row of that user.

U

A confirmation dialog will be displayed

Delete user

* Click “No” to close the confirmation dialog. The user will not be deleted.
* Click “Yes” to confirm and remove the user.

You cannot delete the user you are currently logged in with.

Restricting Users from Spaces

All users in the group Users have read-only access to all Spaces.

Should it be required to restrict a user from accessing specific spaces Spaces this
can be achieved by:

1. Creating a new user group

2. Ensuring that only the specific spaces are assigned to the group
3. Add specific users to the group

4. Ensure the specific users are removed from the group Users

Caution: Adding a Space to a group’s Administered Spaces and Used spaces will
allow assighed Users to change the settings for a Space. If administrative
operations are not required, do not assign Spaces to Administered Spaces - create
an additional group to allow specific users to administrate specific spaces.
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Sites

A site is a physical or cloud based pixstor server managed by Hub.

NG-Hub. Sites
. ! i
i
London  Lon
B
Allalerts 4 Critical alerts ~ 2 Warning alerts 1 Infoalerts 1

e (e
L] L] 1

A Paris ( P&s

o All alerts 5 Critical alerts 4 Warning alerts 1 Info alerts O

Filtering Sites

6 spaces

3 spaces

0/0 Gis/s

0/0 Gig/s

(b storage info EB Metrics |~ Analytics

(b storage info EB Metrics |~ Analytics

H hubadmin v

A Alerts {o} Settings

0 Bps limit

/N Alerts {8} Settings

0 Bps limit

To filter for a site within the list of sites enter a keyword in the Search for...

The displayed sites is limited to the sites which match the keyword(s).

" Q lor|

London ( ton

All alerts 2 Critical alerts 1 Warning alerts 0 Info alerts 1

@ nmve-mmfs! @ nearline-mmf

The Site Card

Each site is displayed as a site card.

A Site is displayed as a card in the Sites view.

Paris  FAR

Allalerts 1 Critical alerts 0 Warning alerts 0 Info alerts 1

@ nmve-mmfs! @ nearline-mmf

A Site Card comprises:

3 spaces

(b storageinfo B Metrics

0/0 Gisls

(b storage info BB Metrics

0/0 GiB/s

|~ Analytics

|~ Analytics

/\ Alerts &

0 Bps limit

/\ Alerts

0 Bps limit

x | EEES

Settings

{8 Settings
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Site Name

London  LON Displays the designated friendly name of
the site with the Ngenea site chip

Site Summary

The site summary displays high level totals for the number of files and folders
present, the Ngenea hydrated and dehydrated states and the number of Spaces the
site hosts.

Allalerts 2 Critical alerts 1 Warning alerts 0 nfoalerts 1 5 spaces 0/0 GiB/s 0 Bps limit

Alert Types

Numbered filter buttons display the count of each type of Alert for the Site.
Select a button to open the Alerts for the Site, filtered for the specific Alert type.

All alerts 6 Click the All alerts button to view all
alerts

Click the Critical alerts button to filter for
all Critical alerts

Critical alerts 3

Click the Warning alerts button to filter

Warning alerts 0 ,
for all Warning alerts

3 Click the Info alerts button to filter for all
Info alerts

Info alerts

Storage Info

[l Storage info Click the Storage info button to open the
Storage Info browser for the Site.
Site Metrics

Click the Metrics button to open the
EB Metrics pixstor nexus site metrics in a new
browser tab.

Site Analytics

Click the Analytics button to open the
|~ Analytics pixstor nexus site analytics in a new
browser tab.

109



Site Alerts

/N Alerts Click the'AIerts button to open the Alerts
for the Site.

Bandwidth Control

The bandwidth of a site can be limited to a defined value via the Ul. The current
value is observed on the bandwidth limit button.

Click the bandwidth Ilimit button to

O Bps limit ) . _
display the bandwidth control dialog.

The bandwidth control dialog allows limiting the bandwidth of a site to a defined
value. Enter the limit in Megabits per second (Mbps) and press Save to apply the
limit.

Limit traffic for Paris X

Bandwidth in Mbps

‘ 10000| X ’

Hint: If the bandwith for a site has been inadvertently set do not press the Save
button, instead click off the Bandwith limit dialog to the main area of the screen.

Important: This function can only be performed by a Hub Administrator.

Settings
Important: This function can only be performed by a Hub Administrator.

{8 Settings Cligk the site's .Settings button to d.isplay
a dialog to configure the selected site.
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Site settings

Name

Network settings
Backup

Email SMTP settings

Identity management

London

Name

Site name & shortcode
Londen
Type of site

® On premise

Public URL

https://10.60.0167

Site colour

[

Choose a colour to identify the

Network settings

NAS Interfaces

Range 1
IP range start

10.70.0.167

Site: london
X LON X
() Cloud
X
T B e |

site

IP range end CIDR Gateway

>3 10.70.0.170 X 24 X 10.70.01 X

Save

* Modify the Site settings as required. Refer to Adding a Site for settings

guidance.

Pool Space

One or more pixstor storage pools which comprise the pixstor file system are

represented.

Hovering over the pool percentage bar provides the remaining capacity for the pool.
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Adding a Site

Add Site Wizard

Hub allows remote configuration of all participating pixstor sites.

New sites are automatically joined to Hub awaiting optional configuration via the Site
Wizard.

Navigating the Wizard

X Click the close button to exit the wizard.
Changes are not saved.
Click the Next button to advance to the
Next > next page of the wizard. The Next

button is disabled until all required page
elements are completed.

Click the Go Back button to return to the
previous wizard page.

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

4— Go back

Add Site
Click the Add site button to display a
dialog to configure the selected site.

Important: This function can only be performed by a Hub Administrator.

Pick site to configure

Sites which have been automatically registered to Hub but not yet configured are
shown:
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Pick site to configure

filter.

Site ID: london Configure this new site >
Site ID: new_york Configure this new site )
Site ID: paris Configure this new site )
Site ID: singapore Configure this new site )

* Select a site to configure

Click the Configure this new site button

Configure this new site >
to proceed

Site Name

Name

Site name & shortcode
Lendon X LON
Type of site

® On premise Cloud

Public URL

* Provide a friendly name for the Site
* Provide a 3 character short code for the site. The shortcode is displayed as the
label on the Site’s chip. E.G. LDN for London
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* Specify whether the site is on-premise or a pixstor cloud deployment. Each site
type provides different Network Setting options.

* Provide the URL IP or FQDN which refers to the pixstor management node of
the Site

* Select a colour for the Site chip

Network Settings (On premise)

¢ ProjectLan U
Range 1 U
IP range start IP range end CIDR Gateway

0.200131 0.200.13.22 24 10.200.13.1

_h

Range 2
IP range start IP range end CIDR Gateway

10.200.1763 10.200.17.79 24 10.200.171

+ AddIPrange

Interface 1

Select server v Select interface v

4+ Add interface

* Add the required IP address or network range and specify a valid CIDR mask to
apply the restriction

* Specify a gateway, if required

* Select the server(s) and interface(s) of the server where the IP range will be

configured
+ Add IP range Click the Add IP range button to add
additional restrictions
Click Create another group to add
+ Create another group additional IP range to interface mapping
groups
O Click the delete button to remove an IP

range or Interface group

Network Settings (Cloud & General)

pixstor cloud systems use predefined network architectures.
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Unlike on-premise pixstor systems there is no requirement to create IP ranges or
interface groups. IP addressing is externally managed by the cloud / virtual

environment.

Both on-premise and cloud systems share common network configuration for DNS,

Timezone and NTP.

DNS Servers

DNS search domains

Timezone

Europe/London

NTP Servers

* Specify the IP address or FQDN hostname of one or more DNS servers
* Specify one or more DNS search domains

* Specify the Timezone in which the server resides, or will participate in
* Specify the IP address or FQDN hostname of one or more DNS servers

Hint: If the pixstor site will be joined to an external Identify Mapping service such
as Active Directory or LDAP, best practice is to ensure that the DNS and NTP

dd DNS search domains

servers match those of the service, or point at the service hosted DNS and NTP if it

provides such capabilities. Should the pixstor become out of time sync with the
Identify Mapping service login failures can occur.

Backup
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pixstor provides the capability to backup data within a Space on a per-Site basis to
specific Ngenea Targets.

Hub enables configuration to be set for the Ngenea Backup service running on
pixstor sites.

If the Site is enabled to participate in backups, each Space requires additional
configuration to enable the per-Space backup.

For more information refer to Backups.

Enable backup O

Do you want this site to participate in backups?

Frequency

Periodically

® At specific time of a day

Every Mon [ Tue J [ Wed ] [ Thu ] Fri Sat Sun

At 16 v o 06 v

Bravo
every Tuesday, Wednesday, Thursday, Sunday at 16:06

Determine the required frequency of the backup.

Schedule

Frequency

(® Periodically

At specific time of a day

Every [Mon] [ Tue ] [Wed] Thu Fri Sat Sun

Interval 6 hours v

Choosing Periodically will ensure that the schedule will run on the next interval set.
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E.G:

* 1 hour: The backup will run on the next hour (12.00, 13.00)
* 15 mins: The backup will run on the next 15 minute interval past the hour (15,
30, 45, 00)

Schedule name

‘ schi X

Status
@ cnabled

Frequency

Periodically

(® At specific time of a day

Every Tue | (@Wed Thu Fri Sat Sun
\ s

Choosing At Specific Time of A Day allows the Policy to be scheduled once per
chosen day at a specific time of day.

Hint: The schedule time is set in the Site’s local timezone, but will be stored in
the UTC timezone.

Optional tuning can be set for the backup operation in the Advanced Configuration.

Refer to the Ngenea Backup documention prior to applying any parameters.
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Advanced configuration

Leave fields blank to use defaults

Number of threads

TI, Tumbober

Hashing threshold (MB)

TI, Tumbober

Timeout (seconds)

T.;:-: a number

Connection timeout (seconds)

Tx a number

Number of connection retries

T.;:;- a number

Email SMTP Settings

pixstor provides the capability to notify an inbox if service issues arise.
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Email SMTP settings

Configure the email SMTP settings

Server

myreiay.mycompany.com

Port

Username
relayuser
Password

Alert recipients

Add the emails to send notifications about this site

* Specify the SMTP configuration of an email server to which to send notification
emails
* Specify one or more valid email addresses to receive the notification emails

Mode
[AN ~'e ( (=] Y
Active dire y

Standalone
Identity Management
* Specify the Identity Management mode as appropriate:

Mode Description
pixstor uses RFC2307 compliant identity
mapping with Active Directory

pixstor generates local UIDs and GIDs
mapped to Active Directory SIDs

Active Directory

Standalone
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Domain details

Domain name

MYDOMAIN

Machine account name

MYPIXSTOR

ID mapping range

2000 200000

Domain Servers ()

Use DNS to determine AD servers

* Specify the Domain to join

* Specify the Machine account name

* Specify the ID range to map to

* Specify whether to use DNS to locate an Active Directory Domain Controller or
alternatively specify an IP address or hostname

Domain join username

Administrator

Domain join password

* Specify a valid username and password with domain join capability
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Workflow
Workflow

File batch size

40
File batch GB

1

GPFS Inode scan bucket

GPFS Inode scan threads

File Batching

Whichever limit results in a smaller batch size applied. For examples given 100 files
of 500MB each, a File batch GB of 1 and a File Batch Size of 10 will result in 50
batches of 2 files each (1GB total per batch), because 1GB (2 files) is smaller than
10 files (5GB).

File batch settings apply to all workflows run on a Site.
Alternatively enable Dynamic File Batching.
For more information refer to the Administration Guide.

* Specify the File batch size

Hint: Default = 40. Increasing this value reduces the number of tasks processed
in a job. Reduction of tasks in a job, for the majority of workflows, reduces the total
time for the job to run due to decreasing the total task processing overhead. It is
extremely recommended to start with small values and increase based on
observation of system load and resources and adding too many files to collate into
a single task can cause the task payload to be rejected by Hub due to the size of
the payload.

* Specify the File batch GB
Hint: Default = 1. Increasing this value causes more files to be added to a task

upto the total file size specified, after which subsequent files are added to the next
task, and so on.
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GPFS Inode Scanning

* Specify the GPFS Inode Scan bucket

Hint: Default = auto-generated per scan. The number of bucketed groups of
collated inodes to be processed by the parallel scanner. An optimal value is the
total number of files to be scanned divided by one million so each bucketed inode
group has approximately one million files.

* Specify the GPFS Inode scan threads

Hint: Default = 2. The number of inode scan threads. Setting this value to the
number of CPU cores can provide optimal performance with non-contending
workloads. It is extremely recommended to start with small values and increase
based on observation of system load and resources.

Summary

Upon completing the wizard steps a summary is presented:

Summary

Here are the summary of your selections

You have named the site as london € Go back and edit
You added 1 NAS group € Go back and edit
You have added 1 DNS server € Go back and edit
You have added 1 NTP server € Go back and edit
You want to send notifications to 2 emails € Go back and edit
You configured 1 domain € Go back and edit

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

Alternatively Go back and change the proposed configuration as required or close
the wizard to cancel the creation of the Ngenea target.

Alerts

Hub provides a view of alerts across all Sites.

* Only active alerts are displayed
* Muted alerts are not displayed
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Click the alerts button to navigate to the
Global Alerts screen

H hubadmin

Allalerts 6

i
o Global v
]

Fri, 01 Mar 2024, 10:40:37 GMT
€]

Thu, 22 Feb 2024, 10:52:21 GMT
o

Tue, 13 Feb 2024, 16:39:31 GMT

=
8

. Tue, 13 Feb 2024, 16:39:21 GMT
o

Tue, 30 Jan 2024, 09:48:08 GMT

Tue, 30 Jan 2024, 09:48:08 GMT

PixStorPoolData

ServiceFailed

ServiceFailed

ServiceFailed

SiteHealth

WorkerHealth

Critical alerts 3

obl

ob1

ondon

ondon

Warning alerts 0

hw-dev-pixit-O1 Critical
hw-dev-pixit-O1 Info
hw-dev-pixit-02 Info
hw-dev-pixit-03 Info
Critical
devpx6-jtucker-21ga-demo-77-1 Critical

1

Hub provides two views of Alerts - Global and Local.

* Global displays all Alerts on all Sites
* Local displays the Alerts on a specific Site

The default view of Alerts is Global.

Global A

Globa

London

Berlin

Paris

Rome

Info alerts 3

PixStor pool data capacity alert

NetworkManager-wait-online.service has failed to

NetworkManager-wait-online.service has failed to

NetworkManager-wait-online.service has failed to

All workers are offline

Worker on devpx6-jtucker-2iga-demo-77-1 is offline

To switch to a site-centric view, select
the specific site from the Alerts drop-

down menu.
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London A
Global

London To switch to Global view, select Global

from the Alerts drop-down menu.

Choosing a specific Site displays Alerts only from the chosen Site:

London v

Fri, 01 Mar 2024, 10:40:37 GMT PixStorPoolData London hw-dev-pixit-01 Critical PixStor pool data capacity alert
Thu, 22 Feb 2024, 10:52:21 GMT ServiceFailed London hw-dev-pixit-01 Info NetworkManager-wait-online.service has failed to

r page 20 v 1

Alert Types

Above the Alert table, numbered filter buttons display the count of each type of
Alert.

Select a button to filter for the specific Alert type.

All alerts 6 Click the All alerts button to view all
alerts

Click the Critical alerts button to filter for
all Critical alerts

Critical alerts 3

Click the Warning alerts button to filter

Warning alerts 0 ,
for all Warning alerts

Click the Info alerts button to filter for all
Info alerts

Info alerts 3

Categories

To filter for an Alert category, enter text into the filter bar.

Alerts are filtered where the Alert name matches the text in whole or part.
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Global v X
ngsince v Alert name ¢ Site ¢ Node ¢

Tue, 30 Jan 2024, 09:48:08 GMT SiteHealth obl - Critical All workers are offline

Tue, 30 Jan 2024, 09:48:08 GMT WorkerHealth obl devpx6-jtucker-21ga-demo-77-1 Critical Worker on devpx6-jtucker-21ga-demo-77-1is offline

Items per page: 20 v 1

Reordering

The alerts table columns can be reorganised for user preference.

Click the vertical dots on the right hand
side of the table and select the Reorder

M
coo Reordertable table button to open the table organizer

Re-arrange items in top to bottom order by dragging vertically up or down.

Side bar organizer X

Job info

Task stats

File stats

Ngenea

Ngenea 2.6+ introduces changes to how Ngenea Targets are managed. Buckets
[new feature] and Targets work together to provide easy, granular mapping between
Spaces and Buckets.

Ngenea provides the capability to off-site data, import data, or send data between
pixstor sites.
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Concepts

* A Bucket provides the storage for off-PixStor data. This may be an AWS S3,
GCS, Azure Blob, POSIX or Blackpearl DS3 protocol. For versions prior to 2.6,
these were previously the types of Ngenea Target.

* A Target is the mapping for how data is transferred to and from a Bucket for a
Space. For versions prior to 2.6 this was available as part of the Ngenea Target
setup.

Viewing Buckets

A bucket is area of storage off-PixStor which comprises the following capabilities:

* Type

* location

* Credentials

* Bucket specific settings

O Targets Click the Ngenea button to navigate to
the Ngenea screen

Clicking the Ngenea button in the main menu bar displays the list of Ngenea
Buckets:

Ngenea, Ngenea J badminkg
Q :
&

team group A (2 targets) f U v
B

team group B (1target) f U v
G
,Ci)
o)
o

Viewing Targets

A Target is the mapping for how data is transferred to and from a Bucket for a
Space.
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Click the drop down button of a Bucket

v
to view the associated Targets
Ngenea Ngenea H hubadmin v
i
team group A (2 targets) B Z U A
(i}
Status & Name ~ Space ¢ Controls
4
@ Enabled LocalSpace LocalSpace / Edit  [J Delete [ Browse
]
Disabled project1-1 project! /' Edit  TJ Delete
=3
— team group B (1target) 72 U ~
o
A Status ¢ Name A Space Controls
. @ Enabled project2 project2 /' Edit {7 Delete [ Browse

Filtering Buckets

To filter the list of Ngenea Buckets, type
filter... the Bucket name or part of a Bucket
name in the filter bar.

Bucket Wizard

Navigating the Wizard

v Click the close button to exit the wizard.
Changes are not saved.

Click the Next button to advance to the

next page of the wizard. The Next

button is disabled until all required page

elements are completed.

Click the Go Back button to return to the
previous wizard page.

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

4— Go back

Adding a Bucket

Alternatively, a bucket for a Space can be created during the Space Creation Wizard.
See Managing Spaces

Important: This function can only be performed by a Hub Administrator.
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Click the Add Ngenea Buclket button to
start the Ngenea Bucket Wizard
Type & reference

Ngenea supports the following storage target types:

Bucket Type Description

S3 AWS S3 and S3 compatible buckets
Microsoft Azure Azure Blob Storage

Spectralogic BlackPearl Spectralogic DS3 buckets

Google Object Storage Google Cloud Storage

POSIX file system mount Locally mounted targets, such as NFS

Select the required Bucket type from the drop down menu.

Name & type

Configure bucket basic settings

Bucket name

Bucket label (optional)

Storage target type

S3 v

Enter the name of the Ngenea Bucket name.
E.G.:
* mybucketname

Provide an optional friendly name as a Bucket label. If specified, users will see the
Bucket label when referring to the Bucket in the Hub UI.

E.G.:
‘mybucketname data’

Depending on the Bucket type selected, a type-specific configuration page will be
shown after selecting Next.
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Add bucket

4— Go back

Configure cloud stora

Cloud storage configuration

Access key ID

Secret access key

Region

Storage server port

443

Scheme

HTTPS

Verify SSL

Validate SSL certificates of the target
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Type-specific config AWS S3 or compatible

Type-specific config

Configure the Ngenea target according to the selected target type

Learn about Bucket
Access key ID

ype the access key D
Learn about AccessKeyld

Secret access key

—_' th creta ey
Learn about SecretAccessKey
Region

Ty the gior

Learn about Region
Storage server address
s3.amazonaws.com X
Host name of the storage address. Learn about Endpoint
Storage server port
443 X

Port of the storage service. Learn about Port

Scheme
HTTPS v
Connection protocol. Learn about Scheme

Verify SSL [ @)

Validate SSL certificates of the target

Enter the settings as required, which must match those set in the S3 object storage
provider:
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Setting Description
The name of the storage bucket as
specified at the object storage service.
The unique access key for the AWS user
Access key ID account performing data transfers. This
will be stored encrypted.
The unique security key for the AWS
Secret access key user account performing data transfers.
This will be stored encrypted.
The AWS (or S3 compliant provider)
region hosting the S3 Cloud Storage
Not used for Amazon S3 Cloud Storage.
For services which reside at specific IPs,
Storage server address such as AWS Snowball, MinlO or
LocalStack, specific the host or IP
address to connect to.

Storage server port The TCP/IP port used to communicate

HTTP or HTTPS transfer. HTTPS s
recommended. Data integrity cannot be

Bucket

Region

Scheme guaranteed over HTTP transfer
schemes.
Whether to verify the SSL connection of
the target. Disabling the SSL verification
Verify SSL allows connections to storage targets

which do not provide valid SSL
certificates. Connecting to invalid SSL
certificates is insecure.
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Type-specific config Microsoft Azure

Type-specific config

Configure the Ngenea target according to the selected target type

Access key

Scheme

HTTPS v

Container

Storage account

Enter the settings as required, which must match those set in the Azure object
storage provider:

Setting Description
The unique access key for the Azure
Access key ID user account performing data transfers.

This will be stored encrypted.

HTTP or HTTPS transfer. HTTPS s
recommended. Data integrity cannot be

Scheme guaranteed over HTTP transfer
schemes.

Container The storage container for the blob data.
The Azure namespace containing the

Storage account. .
Container
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Type-specific config Spectra Logic BlackPearl

Type-specific config

Configure the Ngenea target according to the selected target type

Bucket

Access key ID

Secret access key

Storage server address

Enter the settings as required, which must match those set in the BlackPearl DS3
object storage provider:

Setting Description

The name of the storage bucket as
specified at the object storage service.
The unique access key for the
BlackPearl user account performing
data transfers. This will be stored
encrypted.

The unique security key for the
BlackPearl user account performing
data transfers. This will be stored
encrypted.

Storage server address The FQDN hostname of the BlackPearl.

Bucket

Access key ID

Secret access key
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Type-specific config Google Object Storage

Type-specific config

Configure the Ngenea target according to the selected target type

Bucket

Google authentication JSON

Enter the settings as required, which must match those set in the Google Cloud
Storage object storage provider:

Setting Description

The name of the storage bucket as
specified at the object storage service.

Enter the contents of the JSON key for
the user or service account granted
permission to transfer data to Cloud
Storage bucket. This will be stored
encrypted. For more information refer to
Google documentation

Bucket

Google authentication JSON

Important: If the Ngenea Bucket is to be used as a backup only bucket, do not
define JSON information in the Google Authentication JSON. Instead define
keyword CredentialsFile with the path to the file containing JSON credentials on
pixstor. For more information refer to Backup-Only Targets.

Type-specific config Filesystem Mount

Type-specific config

Configure the Ngenea target according to the selected target type

Target mount point

Enter the settings as required, which must match the location of the NAS mount
point on the pixstor:
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https://cloud.google.com/iam/docs/keys-create-delete#creating

Important: Bucket mounts points are site-specific however Hub will create the
target across sites associated with Space.

Setting Description
The location of the POSIX compliant
mounted storage. E.G. If the external

Target mount point POSIX storage is mounted on
/mmfsl/myexternalnas enter
/mmfsl/myexternalnas

Advanced configuration

Advanced configuration

Define a custom configuration setting for the ngenea target

7 Keyword U

To add configuration settings to a target to control specific behaviour during Ngenea
data operations.

Click the Add new key to define a new

+ Add new key
configuration setting
2/ Keyword Enter the name of the configuration
------------------- . setting in the Keyword field
String _ . _
Select the type of configuration setting
Numeric from the drop down menu. Choose or
enter the value for the configuration
Boolean setting.

Example of added Advanced configuration settings:
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Advanced configuration

Define a custom configuration setting for the ngenea target

¢/ ACLSave 0
Boolean v True v

¢ EscapeNames 0]
Boolean v False v

4+ Add new key

Summary

Upon completing the wizard steps a summary is presented:

Summary

Review and confirm your settings

You named the bucket as aws-single-version-bucket €\ Go back and edit
You set the bucket type as AmazonS3 € Go back and edit
You confiaured these advanced kevs: EscapeNames. ACLSave €\ Go back and edit

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

Alternatively Go back and change the proposed configuration as required or close
the wizard to cancel the creation of the Ngenea target.

Editing a Bucket

Important: This function can only be performed by a Hub Administrator.

Clicking the Ngenea button in the main menu bar displays the list of Ngenea
Buckets:
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Ngenea, Ngenea H hubadmin v

team group A (2 targets) f U v

team group B (1target) f G v

Click the edit icon on the required
¢ Edit Ngenea Bucket row to edit the Ngenea
Bucket

* Modify the Ngenea Bucket settings as required. Refer to Adding a Bucket for
settings guidance.

Name & type
Configure bucket basic settings

Bucket name

red

Bucket label (optional)

the bucket labe

Storage target type

Deleting a Bucket

Important: This function can only be performed by a Hub Administrator.
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Clicking the Ngenea button in the main menu bar displays the list of Ngenea
Buckets:

Ngenéa, Ngenea fi hubadmin v

5

team group A (2 targets) f U v
B

team group B (1target) 72 U v
C
’Q)
=
o

. Click the delete icon on the required
U Delete Ngenea bucket row to delete the
Ngenea Bucket

A confirmation dialog is raised:

Delete bucket: team group A X

Cancel

* Type the name of the Ngenea Bucket
* Click Yes to delete the Ngenea Bucket. This action is irreversable.
* Alternately click no, or close the confirmation dialog.

Important: Deleting a space automatically deletes associated targets. The
parent bucket of the targets is not deleted, the bucket configuration still exists in
pixstor and requires manual removal at the pixstor CLI.
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Browsing a Target

Important: This function can only be performed by a Hub Administrator.

Clicking the Ngenea button in the main menu bar displays the list of Ngenea targets:

Ngenea,

Ngenea

H hubadmin v

o
i

team group A (2 targets) 72 U ~
(i}
4%

@ cnabled LocalSpace LocalSpace [ Edit  [J Delete [ Browse
@&

Disabled project1-1 project /) Edit  [J Delete
= team group B (1 target) B 72 U~
A Status ¢ Name ~ Space ¢ Controls
. @ Enabled project2 project2 ' Edit  [J Delete [ Browse
o Click the drop down button of a Bucket
to view the associated Targets

[ Browse Click the browse icon on the Ngenea

target row to browse the Ngenea target

For more information on browsing and importing from an Ngenea target, see Target
Import

Adding a Target

A Target links a Space to a Bucket. A Target that is linked in this way must:

* have a Regex filter that matches the Space mountpoint which can also include
subdirectories with the Space mountpoint.
* be linked to the same sites as the Space.

O Targets Click the Ngenea button to navigate to
the Ngenea screen

Clicking the Ngenea button in the main menu bar displays the list of Ngenea

Buckets:
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Ngenea Ngenea H hubadmin v

&

team group A (2 targets) 7 U v
5

team group B (1target) 72 U v
G

Click the Add Target button to start the
External Target Wizard

Hl

External Target Wizard

Navigating the Wizard

v Click the close button to exit the wizard.
Changes are not saved.

Click the Next button to advance to the

next page of the wizard. The Next

button is disabled until all required page

elements are completed.

Click the Go Back button to return to the
previous wizard page.

Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

4— Go back

Name & Location

Upon starting the External target wizard, the user is presented with the Name &
Location page.
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Name & Location

Configure Ngenea target name and file match regex settings

Basic settings

Bucket

Target space

project] v
File match

mmfs1/data/projectl/.+) Pick location in the space A

Ngenea Target reference

Available on sites:

gatest-jtucker-260docs-siteA

Configure the migration settings as required to handle data migration accordingly:

Setting Description
The name of the Bucket the Target will
Bucket be associated with. The bucket name

cannot be changed.

The name of the Space the Target will

be associated with. Selecting the Space

generates a suggested File match entry.

If no space is selected, you must

manually select which sites it is available

on.

Refer to the RegEx Filters example table

below

The metadata key to add to all files

processed by Ngenea HSM.

The sites the Space is associated with

Available on sites and therefore the Target will be created
are listed. The sites cannot be changed.

Target Space

File match

Ngenea Target reference
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Note: When pre-creating a target not associated to a Space where the Target
Space is set to ‘No space is selected’, Hub will not suggest automatic settings for
the dialog. In this case it required to manually set and review the dialog setting so
that the wizard can proceed further.

Example regex filters where a space named myspace is present on the pixstor
filesystem at location /mmfsl/data/myspace:

RegEXx Filter Examples Outcome
Dehydrated files within the
/mmfsl/data/myspace/(.*) myspace folder are present at

the root of the storage target.

The myspace folder is present
/mmfsl/data/(myspace/.*) at the root of the storage
target.

Dehydrated files within the
subdirectory of the myspace
directory are present at the
root of the storage target. The
myspace directory is not
present. Data immediately
within the myspace directory
(other than that within the
subdirectory) is not eligible for
Ngenea operations.

The subdirectory of the
myspace directory is present
at the root of the storage
target. The myspace directory
is not present. Data
immediately within the
myspace directory (other than
that within the subdirectory) is
not eligible for Ngenea
operations.

This regex matches paths
under /mmfsl/data/ that
contain myspace/ followed by
one or more characters. The
myspace folder is present at
the root of the storage target.

This regex matches paths
containing data/myspace/

/mmfsl/(data/myspace/.+) after /Immfsl/. The data folder
is present at the root of the
storage target.

This regex matches paths
under mmfsl/data/myspace/.

/mmfsl/data/myspace/subdirectory/(.*)

/mmfsl/data/myspace/(subdirectory/.*)

/mmfsl/data/(myspace/.+)

/(mmfsl/data/myspace/.+)
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RegEXx Filter Examples Outcome

This regex matches paths
under /mmfsl/data/ where the
space is one of myspacel,
myspace2, or myspace3.

This regex matches paths
under /mmfsl/ where the path
contains data/ followed by one
of myspacel, myspace2, or
myspace3, and then
additional path segments.

This regex is similar to the
previous one but matches
paths that start directly with

/(mmfsl/data/(myspacel|myspace2|myspace3)/.+) mmfsl/data/ and then one of
the three space names,
followed by additional
segments.

/mmfsl/data/ ((myspacel|myspace2|myspace3)/.+)

/mmfsl/(data/(myspacel|myspace2|myspace3)/.+)

Advanced configuration
Advanced configuration

Define a custom configuration setting for the Ngenea target

Delete on recall

Delete files from the external storage on reca

Key setup

2/ ACLSave U

+ Add new key

Configure the migration settings as required to handle data migration accordingly:
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Setting Description

Determines whether to delete the
Delete on recall recalled data from the Bucket after the
data has been successfully recalled.

Add configuration settings to a target to
Key setup control  specific  behaviour during
Ngenea data operations.

Important: Advanced Keys for a Target override those defined for the associated

Bucket.
4+ Add new key Click the Add new key to define a new
' configuration setting
2 Keyword Enter the name of the configuration
------------------- - setting in the Keyword field
String
N Select the type of configuration setting
Numeric from the drop down menu. Choose or
enter the value for the configuration
Boolean setting.
Summary

Upon completing the wizard steps a summary is presented:

Summary

You named Ngenea target as project1l-myref € Go back and edit
You linked this target to the bucket aws-bucket-west-coast €\ Go back and edit
You linked this target to the space projectl €\ Go back and edit
You created this Ngenea target for site qatest-jtucker-260docs-siteA €\ Go back and edit
You configured these advanced keys: ACLSave, EscapeNames €\ Go back and edit

» Click the Finish & Create button to apply
the changes displayed on the wizard

summary page.

Alternatively Go back and change the proposed configuration as required or close
the wizard to cancel the creation of the Ngenea target.
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Target Import

An Ngenea target can be browsed, and files can be imported to the local PixStor file
system.

Important: This function can only be performed by a Hub Administrator.

Clicking the Targets button in the main menu bar displays the list of Ngenea buckets:

Ngenea, Ngenea H hubadmin v
Q ' o
5

team group A (2 targets) 7 U v
)

team group B (1target) 7 U v
G
93
o]
o

A Target is the mapping for how data is transferred to and from a Bucket for a
Space.

Click the drop down button of a Bucket

v
Ngenea Ngenea H hubadmin v
i
team group A (2 targets) 7 U A~
(]
Status ¢ Name ~ Space Controls
4
@ cnabled LocalSpace LocalSpace /' Edit  J Delete [ Browse
e
Disabled project!-1 project! /) Edit  [J Delete
2
o team group B (1target) 7 O A~
o
Status ¢ Name ~ Space Controls
A
. @) Enabled project2 project2 /' Edit  [J Delete [ Browse
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[ Browse Click the browse icon on the Ngenea
target row to browse the Ngenea target

Browsing a Target

The target browser displays the file and folder contents of a target including
additional contextual information such as size.

The target bowser screen is comprised of several areas.

O
i s
Nam s
(im}
24 . JoBs
¢ [ Rk
2
| B
o
=]
. data
A
&
0)]

Filtering the Target Browser

To display files or folders matching keywords, enter the keywords in the filter bar.

Sdevawst > [3d > O d
Name Size
D IMG_4625,jpg 26MB
D IMG_4626.jpg 19 MB
D IMG_4650jpg 21MB
D IMG_4686jpg 2MB

Target Browser File Attributes

The target browser displays information regarding the files and folders within the
Target.

Available information may vary between target types.
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Option Description
Name The file or directory name
Size The size of the file on the target

Viewing File or Folder Metadata

Metadata Panel

Click a file or directory name to view the associated metadata:

gl 8]
Item info —
IMG_4625.jpg

file

data/sample_data/IMG_4625....

The metadata panel provides a summary of metadata.

Using the Job Creator Panel

Explain panel areas, buttons and operations

Workflow N View selection list X Clear selections
#% Import to Site v

Source Queue
paris v default v

Location

Change Iocation 7

Selecting files and directories

Selecting an individual file or directory populates the selection list with the item.
Selecting a directory populates all items within the chosen directory tree.

Selections of the entire Target or a directory are each counted as 1 item.
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Select the ‘select all’ checkbox next to the Name field in order to select the entire
Target.

= Name

’ Click the View Selection List button to
) View selection list show the files and directories selected to
be processed by the chosen workflow

Click the Clear selections to remove all
X Clear selections files and directories currently selected
from the selection list

Choose location 2
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Select location

(OLON > jobs

London v Q Type to filter

A

Name Size

. sub 512 B

101

w

Items per page: 20 v 1 2

Note: Target files can only be imported to Locations in Spaces which match the
target’s “File match” pattern.

Note: Target files will be imported into the Space folder with their full remote

path
For example, importing path/in/cloud to
/mmfsl/data/space/subpath will result in

/mmfsl/data/space/subpath/path/in/cloud

Click the Next button to enact the Job

Jobs with Workflows which require additional user decisions prior to enacting the Job
raise the Configure workflow fields dialog:
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Configure workflow fields

Hydrate

Hydrate

After entering the field information [if required], select the button at the bottom of
the dialog to submit the Job.

Click
the
button
at the
bottom
of the
dialog
to
submit
the
Job.
. Upon submitting the workflow, a
() Job #87498 is created. X notification indicates the job was
Click this link to see the job. created with a link to view details of
that job
Job Types (Workflows)
Workflow @ View selection list X Clear selections
¥ Import to Site v
Source Queue
paris v default v
Location

mmfs1/data/datasync Change location 7
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Default Workflows

Import to Site

The Import to Site workflow transfers the file metadata and data from the Ngenea
target (E.G. an AWS cloud bucket). After successful transfer the metadata and data
content of the file is present on the chosen site, within the chosen Location.

Global Settings

The global settings page controls settings which are applied across all pixstor sites
participating in hub management.

Click the settings button to navigate to

Settings
& the Global Settings screen

Navigating the Settings page

 Save After changing a setting, click the Save
button to apply the changes
After changing a setting, click Reset

“) Reset changes
Changes to reset any unsaved changes

Database

Old job data can be retained in the database for a specific number of days so that
the hub database does not fill up the system.

Database expiry can be configured by setting jobs ttl in Global Settings page in Ul.

Clicking the Global Settings button displays a form for updating the jobs ttl in days.
The Save button will be enabled once the user changes the value in the field.

Database settings

Expire database records for jobs older than 90 days

Timeouts

Hub manages many varied operations, at differing scale, across Sites which can be
in different geo-locations.
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As such, the time to complete operations may require tuning for the differing
scenarios.

Additional timeout settings are available in the Administration Guide. See “Hub
Configuration”.

Timeouts

Retry snapshot create and delete operations during snapdiff workflows for 000 seconds
Auto-fail Started tasks which have finished processing and have not returned payloads after 3600 minutes
Wait for file and directory informaticn in the Space browser for 0 seconds
Wait for Pixstor Analytics responses on Storage Info pages for 0 seconds
Wait for Pixstor to apply settings changes for 50 seconds

Setting

Retry snapshot create and
delete operations during
snapdiff workflows for

Auto-fail Started tasks
which have finished
processing and have not

Description

Where snapshots
operations are numerous
or blocked by cluster
behaviour, continue to
retry snapshot creation
and deletion within the
timeout window

If a Job’s task has
completed, but the results
of the task have not been
sent back to Hub (perhaps
due to network,
environmental or payload

returned payloads after failure), set the task to
state Failure after the
timeout window has
expired
During browsing of

Wait for file and directory

Spaces and similar file
browser interfaces do not
return disk usage and

Default

1000 seconds

3600 minutes

information in the Space count information if no 10 seconds
browser for such information is

received from the Pixstor

Analytics after the

timeout has expired
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Setting Description Default

During the browsing of
Storage Info for a Site, do
not return disk usage and
count information if no
such information is
received from the Pixstor
Analytics after the
timeout has expired
When applying changes
to Sites, wait the specified
Wait for Pixstor to apply number of seconds for
settings changes for the Pixstor to respond to
the action before failing
the Settings task

Wait for Pixstor Analytics
responses on Storage Info
pages for

10 seconds

60 seconds

Schedules

On the Schedules page, schedules can be enabled or disabled individually.
The Global Settings page provides the ability to disable all schedules at once.

Clicking the Global Settings button displays a “Schedules” toggle.

Maintenance settings

O Schedules

Set the toggle to disabled and click Save to disable all schedules.
No new scheduled jobs will start for as long as Schedules are disabled globally.

Any scheduled jobs which have already started when schedules are disabled will run
to completion, but no new jobs for that schedule will start after that.

Set the toggle back to enabled and click Save to re-enable schedules globally. Any
schedules which were disabled individually will remain disabled after Schedules are
re-enabled globally.

Backups

PixStor provides the capability to backup data within a Space on a per-Site basis to
specific Ngenea Targets.

Hub enables configuration to be set for the Ngenea Backup service running on
pixstor sites.
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Important: Best practice is to treat backup data separately from live data. Hub
will only configure a backup to an Ngenea target set as a backup-only target type.

Configuring Backups

To perform a backup for a Space on a Site, the following actions must be
undertaken:

* An Ngenea Target is provisioned with Backup-0Only enabled

* The Site from which to backup is enabled to participate in backups

* An appropriate backup schedule is set

* The Space is enabled for backup, selecting the Site and the Ngenea Target

Backup-Only Targets

An Ngenea Target can be utilised for backups of a Space.

Where a Space exists across multiple Sites, optionally, each site can perform its own
backup of the Space.

Important: Multiple Sites are not permitted to backup to the same Ngenea
Target.

Backup-only target

Whether this target is for backups

Enabling Site for Backup

pixstor provides the capability to backup data within a Space on a per-Site basis to
specific Ngenea Targets.

Hub enables configuration to be set for the Ngenea Backup service running on
pixstor sites.

If the Site is enabled to participate in backups, each Space requires additional
configuration to enable the per-Space backup.
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Enable backup o

Do you want this site to participate in backups?

Frequency

Periodically

® At specific time of a day

Every Mon [ Tue } [Wed } [ Thu ] Fri Sat

At 6 v : 06 v

y Bravo (Eur Lond
in every Tuesday, Wednesday, Thursday, Sunday at 16:06

Determine the required frequency of the backup.

Schedule

Frequency

(® Periodically

At specific time of a day

Every [Mon] [ Tue J [Wed] Thu Fri Sat Sun

Interval 6 X hours v

Choosing Periodically will ensure that the schedule will run on the next interval set.
E.G:

* 1 hour: The backup will run on the next hour (12.00, 13.00)
* 15 mins: The backup will run on the next 15 minute interval past the hour (15,
30, 45, 00)
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Schedule name

Status
(:) Enabled

Frequency

Periodically

(® At specific time of a day

siteA
every Monday, Wednesday, Friday at 05:00

Choosing At Specific Time of A Day allows the Policy to be scheduled once per
chosen day at a specific time of day.

Hint: The schedule is run at the configured time in each site’s timezone

Optional tuning can be set for the backup operation in the Advanced Configuration.

Refer to the Ngenea Backup documention prior to applying any parameters.
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Advanced configuration

Leave fields blank to use defaults

Number of threads

Hashing threshold (MB)

Type a number

Timeout (seconds)

Enabling Space Backup

Space backup

Site(s) to backup
2 sites selected v

LON x ROM x

Global exclusion rules
Exclude folders
Pick folders to exclude A

Exclude filetypes

Type the file extension and hit Return key

* Select the Sites which will perform backups for this space
* Define any Global Exclusions
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Global Exclusion Rules

Global exclusions apply to all Site backup configurations for the Space unless
overridden on a per-Site basis.

Pick folders to exclude 71 Click the U_nselect folders to exc_:lude
button to raise the folder browser dialog

Use the folder browser to unselect items which will not be included (hence excluded)
from backups.

Unselect items to exclude

(Sdatasync > [ dubrowvnik

Paris v 0 Type to filter
Name Size Number of files Date created E
. dpx 8.2GB 251 Wed, 24 Jan 2024, 10:24:177 GMT
. png 28GB 250 Wed, 24 Jan 2024, 10:24:18 GMT
ltems per page: 20 v 1

Exclude filetypes . . . .
Define file extensions which must be

ype the file extension and hit Return key excluded from backups across all Sites.
E.G. *.tmp

Hint: If multiple Sites are selected, backup configuration is presented per-Site.
Optionally each site can specify its own settings.

For each Site participating in Space backup a configuration panel is displayed:
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PAR paris backup settings

Exclusion rules

Do you want to use the global exclusion rules from above for this site?

Ngenea target

Choose where to store the backed up files

Number of versions

Inactive threshold (days)

ACL save
Do you want ACL entries to be saved?

Shadow folder metadata save

Do you want shadow folder metadata to be saved?

Review the backup settings for each site:

Setting

Exclusion Rules

Ngenea Target

Number of versions

8

8

Description

By default the Site inherits the Global
exclusion rules. To override the rules,
deselect the slider and define any
exclusions using the same methods as
described above.

Choose an available Ngenea Target.
Only targets configured as Backup-Only
target and not currently in use for other
Sites are available for selection.

Defines the maximum number of all file
versions within a remote storage
location for the targeted Fileset before
Ngenea Backup prunes excess versions.
If the number of versions of a file has
exceeds the defined threshold, the
oldest version will be deleted.
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Setting Description

Defines the threshold of days for a
defined CRITERIA (E.G.: modification)
after which each file within the
monitored Independent Fileset s
validated when INACTIVE_THRESHOLD is
enabled. Those files where their defined
CRITERIA exceeds this value will be re-
copied from the local PixStor filesystem
to storage container into an in-active
tier. All instances of the file in typical
standard storage classes are
transitioned to older file versions.

If enabled, all of the related NSFv4 ACL
entries for an ingested file will be
included in the remote object’s
metadata when a file is backed up. This
allows Ngenea to apply those NSFv4 ACL
entries when recalled or stubbed.

If enabled, additional data objects will be
created within the remote storage target
as this data is stored as an object within
the cloud provider. If enabled, all the
directory modification, creation and
deletion operations between subsequent
backup runs will be stored in remote
storage. This allows the restoration or
ngrecall of directories with NFSv4 ACL
and POSIX permission support. This data
will also be version controlled similarly to
files. This operation will occur if the
permissions or ACL entries are edited on
any directories meaning that each
change to ACLs will be updated with
regular runs of backup.

Inactive threshold(days)

ACL save

Shadow folder metdata save

Administration Guide

Ngenea Hub harnesses the power of Ngenea to provide global workflows, enabling
your data to be where you need it, when you need it.

Download

Ngenea Hub

Component Link
Ngenea Hub Not Found
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Component Link
Ngenea Hub Images Not Found
Documentation (PDF) ngenea-hub-v2.7.1

Ngenea Worker
Component Link
Ngenea Worker (RPM) Not Found

Ngenea Hub Client

Component Link
Ngenea Hub Client (RPM) Not Found
Ngenea Hub Client (whl) ngclient-2.7.1.post1

Cloud Functions

Provider Link
Google Cloud Not Found
Amazon Web Services Not Found

Installation Guide

This section provides a comprehensive guide for installing and configuring Ngenea
Hub and Ngenea Worker on CentOS/RedHat systems.

Installing Ngenea Hub :

* Pre-requisites: Details the required version of Ngenea Hub, network
configurations, software compatibility, and necessary steps for offline
installation and Docker authentication.

* Online Installation - CentOS/RedHat: Outlines steps to install Ngenea Hub
RPM, create configuration files, start the service, and verify its status.

* Offline Installation - CentOS/RedHat: Explains the installation procedure for
systems without internet access using local RPM files for both Ngenea Hub and
necessary Docker images.

Installing Ngenea Worker: Describes prerequisites, installation of Ngenea Worker
RPM, and configuration for communication with Ngenea Hub.

Installing Ngenea Hub
Pre-requisites
Before proceeding with the installation of Ngenea Hub, ensure the following

conditions are met:
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Ngenea Hub Version: Ensure that you are installing the latest Ngenea Hub version.

Warning: There is no direct upgrade path from Hub 1 to Hub 2.

Please contact support for guidance on performing this upgrade.

Network Requirements: Ngenea Hub must be reachable from all Ngenea Workers
on the following ports:

* 6379/tcp
* 5672/tcp
* 8000/tcp (for Ngenea Hub versions 1.18 and above)

Software Compatibility: The interoperability page discusses compatibility
between Ngenea Hub and Ngenea HSM. You can check compatibility using the
Product Interoperability Matrix provided in the software documentation.

Note: For compatibility between Ngenea Hub and Ngenea Worker, the version
numbers must match up to the minor version. Specifically, if the version format is
major.minor.patch, both Hub and Worker must share the same major and minor
versions (the patch version may differ).

Post-Installation Features: After installation, you may want to enable additional
features like Search. Follow the instructions in the Feature Set-up guide for specific
feature configurations.

CentOS / RedHat Systems: Ensure that the target system where you will install
Ngenea Hub is running either CentOS or RedHat operating systems.

CentOS / RedHat - Offline Installation (if applicable): For offline installations,
ensure that you have both the ngenea-hub and ngenea-hub-images RPM packages
downloaded and available on the target system.

Docker Authentication (if applicable): If your setup requires Docker
authentication (not necessary for Pixstor systems), configure it by running:

docker login eurepo.arcapix.com

Online Installation : CentOS / RedHat

1. Transfer the Ngenea Hub RPM Package: First, ensure that the
ngenea-hub-<version>.rpm package is available on your target system. You can
transfer the RPM file using various methods such as SCP, FTP, or other file
transfer protocols.

2. Install the Ngenea Hub Package: Once the RPM file has been transferred,
navigate to the directory where you stored the package and run the following
command:
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yum install ngenea-hub-<version>.rpm

Be sure to replace <version> with the actual version number of the Ngenea
Hub RPM file.

Note: For offline installation, please refer to section Offline Installation: CentOS /
RedHat.

1. Create Initial Configuration File (Optional): To manually set up the initial
configuration for Ngenea Hub, you can edit the file located at
/etc/sysconfig/ngeneahub. This configuration file includes settings for external
queue systems and other deployment parameters. If you'd like to create or
adjust the configuration file yourself, run:

ngeneahubctl createconfig

If you choose not to create it, the file will be automatically generated the first
time you start the Ngenea Hub service.

2. Enable and Start the Ngenea Hub Service: To ensure the Ngenea Hub
service starts automatically on system boot and also starts immediately,
execute the following command:

systemctl enable --now ngeneahub
3. Check the Status of the Services: Verify that both the Ngenea Hub and

frontend services are running correctly. Use these commands to check their
status:

For the Ngenea Hub service:

ngeneahubctl status

For the frontend service:

systemctl status ngeneahub-frontend.path

These commands will display the current status of the services, indicating
whether they are active and running or if any issues need to be addressed.

Offline Installation : CentOS / RedHat

When installing the Ngenea Hub on systems without internet access (due to network
restrictions or other reasons), the service typically attempts to pull the necessary
Docker images directly from Ngenea’s software repository. However, if this is not
possible, you can perform the installation offline by using RPM packages.
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Here’'s how to proceed with the offline installation:

1. Obtain the Required RPM Packages: You need to download two RPM
packages:

° ngenea-hub-<version>.rpm: This RPM contains the main application for
Ngenea Hub.

° ngenea-hub-images-<version>.rpm: This additional RPM contains the
Docker container images required for Ngenea Hub to operate, avoiding
the need to pull them from the internet.

Both of these RPMs should be available in the same location where you
obtained the main Ngenea Hub software.

2. Transfer RPMs to the Target System: Copy or transfer the downloaded
RPM files (ngenea-hub-<version>.rpm and ngenea-hub-images-<version>.rpm)
to the system where you wish to install Ngenea Hub. This can be done using
USB, external storage, or any other secure transfer method.

3. Install the RPMs: Once the RPM files are available on the target system, you
can install them using the rom command. Open a terminal on the target
system and run the following command, replacing <version> with the
appropriate version number of the files you downloaded:

yum install ngenea-hub-<version>.rpm ngenea-hub-images-
<version>.rpm

* yum install is the command used to install RPM packages.

1. Verify Installation: After the RPM installation is complete, you can verify that
Ngenea Hub is properly installed by checking that the service is running and the
required Docker containers are available locally.

Installing Ngenea Worker

This section provides a step-by-step process for installing and configuring the
Ngenea Worker. Following these instructions will enable you to install the worker on
a system and have it interact with the Ngenea Hub.

Pre-requisites

Ngenea Server Software

Ensure that the Ngenea Server software is installed and configured before
proceeding with the worker installation.

File Systems Configuration with Auto-Inode-Limit

* The file systems on the nodes where you will install the ngenea-worker package
must be configured with the auto-inode-limit.
* This setting is essential for the proper functioning of the worker.
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* To configure auto-inode-limit on the file system, use the following command:
mmchfs <file system name> --auto-inode-limit

Replace <file system name> with the name of the file system.

Installing the Ngenea Worker Package

To install the ngenea-worker package, use the YUM package manager. This process
assumes that your system is configured to use YUM repositories.

Run the following command to install the package:
yum install ngenea-worker

The yum command will download and install the ngenea-worker package along with
its necessary dependencies. Wait for the installation to complete.

Worker Configuration

After the package installation, the next step involves configuring the worker so that
it can communicate with the Ngenea Server.

Create or Edit the Worker Configuration File

The Ngenea Worker configuration is stored in a file located at:
/etc/ngenea/ngenea-worker.conf.

If this file does not already exist, please create it. The configuration file utilizes the .i
ni format. You will need to include the following content within it:

[settings]

site = sitel

apli host = localhost

apli port = 8000

apl secure = true

redis port = 6379

gpfs nodes ["localhost"]

Here’s how to adjust the example configuration based on your setup:

* site: Replace sitel with the name of your specific site.

* api_host: Enter the hostname or IP address of your API server. If the API is
hosted on the same machine as the worker, leave this as localhost.

* api_port: Enter the port on which your API server is running. The default value
is 8000.

* redis_port: This is the port Redis is running on. The default value is 6379, and
you should only change it if Redis is using a different port.

» gpfs_nodes: If you are using a General Parallel File System (GPFS), list your
nodes here. If GPFS is installed on the same machine, [“localhost”] is sufficient.
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You can specify multiple nodes if needed, using a comma-separated list within
the brackets.

Handling SSL Configuration

SSL (Secure Sockets Layer) ensures encrypted communication between the Ngenea
Worker and the API. Here’s how to handle the SSL settings:

* If you have a valid SSL certificate, set api secure=true.

* When api secure=true, the system requires a valid SSL certificate, and self-
sighed certificates are not allowed.

* Ensure that a valid SSL certificate is installed on the server if using SSL
(api_secure=true). For assistance with obtaining or installing an SSL certificate,
refer to the documentation on External SSL provisioning.

* If you do not have a valid SSL certificate and want to disable SSL, set
api secure=false. This will allow the system to communicate without using
SSL.

* If you do not specify the ""api_secure = option in the configuration file,
the system will automatically default to api secure=true. If you do not have
SSL, you must explicitly set api secure=false to avoid issues with the
connection.

Worker Configuration Settings - Introduction

The Ngenea Worker configuration involves setting up and managing workers that
process tasks for the Ngenea Hub.

It includes options for API connectivity, task concurrency, Redis integration, and
advanced logging settings. The system allows customization through custom
configurations, multiple site setups, and debug-level adjustments to ensure efficient
task handling and monitoring.

Note: Click the link to learn more about Ngenea Worker settings and
configurations!

Note: Please refer to the link to understand more about Hub Configuration: {ref}
"Hub Configuration Documentation <hub config>".

Joining the Worker to the Hub

To establish secure communications and register the worker with the hub, you will
need to run the join command with a valid hub admin username and password.

Use the following command:
ngenea-worker join --user <USERNAME>

Example: Let's assume the username for the hub admin is hubadmin. To run the join
command:
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ngenea-worker join --user hubadmin

The system will then prompt you to enter the password for the hubadmin user.

After providing the password, the worker will authenticate with the hub, and you

should see output similar to this:

hubadmin's password:

Attempting to auth the hub using the provided credentials...
Authenticated as user onprem-worker.

Storing the client certificates for the worker...

Client certificate stored at /etc/pki/tls/certs/onprem.crt
Client private key stored at /etc/pki/tls/private/onprem.key
Storing the root CA for NgeneaHub. ..

Root CA stored at /etc/pki/tls/certs/ng-hub-ca.crt

Enabling and Starting the Ngenea Worker Service

The steps for authentication and certificate storage are
automatically performed as part of the "ngenea-worker join’
command.

Once the worker is authenticated and certificates are stored, the next step is to
ensure that the Ngenea Worker service is enabled and running. You will use the

systemd system and service manager for this.

Enable and start the Ngenea Worker service using this command:
systemctl enable --now ngenea-worker
Verification: You can verify the service status by running:

systemctl status ngenea-worker

If everything is configured correctly, you should see an active and running status.

Product Interoperability Matrix

Ngenea Hub requires specific versions of Ngenea.

* All Ngenea Hub managed sites must use the same version of Ngenea
* Mixed versions are unsupported

Ngenea

The following table defines the supported Ngenea versions for each version of

Ngenea Hub.
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Ngenea Hub version

2.7.0
2.6.0
255
2.5.4
2.5.3
2.5.2
251
2.5.0
2.4.3
2.4.2
24.1
2.4.0
2.3.2
2.3.1
2.3.0
2.2.5
224
2.2.3
2.2.2
2.2.1
2.2.0
2.1.0
2.0.2
1.30.0
1.29.0
1.28.0
1.27.0
1.26.0
1.25.0
1.24.0
1.23.0
1.22.0
1.21.0
1.20.0
1.19.0
1.17.3
1.17.0
1.13.0-1.16.0
1.10.0-1.12.0
1.9.0
1.8.0
1.7.0

Ngenea
version

1.31.0-1
1.31.0-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.29.0-2
1.29.0-2
1.29.0-2
1.28.0
1.28.0
1.28.0
1.28.0
1.28.0
1.28.0
1.27.0
1.25.0
1.27.0
1.27.0
1.26.1
1.25.0
1.24.1
1.24.1
1.21.0
1.21.0
1.21.0
1.21.0
1.21.0
1.21.0
1.20.1
1.19.0
1.16.0
1.15.0
1.14.0
1.13.0
1.12.0

minimum Ngenea

version
1.31.0-1
1.31.0-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.30.1-1
1.29.0-2
1.29.0-2
1.29.0-2
1.28.0
1.28.0
1.28.0
1.28.0
1.28.0
1.28.0
1.27.0
1.25.0
1.27.0
1.27.0
1.26.1
1.25.0
1.24.1
1.24.1
1.22.0
1.22.0
1.22.0
1.21.0
1.21.0
1.21.0
1.20.1
1.19.0
1.19.0
1.16.0
1.14.0
1.14.0
1.12.0

maximum
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. Ngenea minimum Ngenea maximum
Ngenea Hub version

version version
1.6.0 1.12.0 1.12.0
1.5.0 1.12.0 1.12.0
<=0.6.0 1.9.0 1.11.0

Event Based Orchestration

The following table defines the supported Event Based Orchestration versions for
each version of Ngenea Hub.

Ngenea Hub version Event Based Orchestration version
1.30.0 1.0.0
Upgrade

Warning: There is no direct upgrade path from Hub 1 to Hub 2.

Please contact support for guidance on performing the upgrade.

Note: Hub versions 2.3.0+ have additional requirements.

Ensure to review the Product Interoperability Matrix and align software versions
accordingly.

If an upgrade is being performed from a version < 2.3.0 please note changes in

the Installation and Upgrade guides.

Before you start

Before upgrading, you must wait for any pending or active jobs to complete,
otherwise they may be lost or present an incorrect future state.

Scheduled workflows must be temporarily disabled prior to upgrading to prevent
new jobs being submitted during the upgrade process.

Backup Workflows
Ngenea Hub ships with some default workflows. New releases may make changes to

these workflows, so any customisations to them may be lost during upgrade. For
safety, workflows should be backed-up before upgrading.

The easiest way to backup workflows is using ngclient or by using Ngenea Hub
backup management command Backing Up HUB Static Configurations

ngclient workflows list > workflows backup.json

See NGCLIENT-WORKFLOWS for more information.
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Stop Services

Note: Hub versions 2.1.0+ have additional requirements

When upgrading Hub 2.1.0+, the additional service ngenea-worker-frontend.path
is required to be actioned

First, shutdown Ngenea Worker on all nodes
systemctl stop ngenea-worker
Note that any Ngenea Worker packages pre-1.12.0 will use the older syntax:
systemctl stop ngenea-worker@SITENAME
Then shutdown Ngenea Hub

systemctl stop ngeneahub
systemctl stop ngeneahub-frontend.path

Warning: Not stopping the workers before upgrading may result in jobs being
stuck as PENDING. If this happens, restarting the workers using
systemctl restart ngenea-worker will allow jobs to start running again.

Upgrade Packages

Download the latest RPMs from the Download page.

Upgrade Ngenea Hub
yum upgrade ngenea-hub-<version>.rpm

As with Installation Guide, for offline situations, the Ngenea Hub base and image
roms can be upgraded with

rpm -Uvh ngenea-hub-<version>.rpm ngenea-hub-images-<version>.rpm
Upgrade Ngenea Worker on all nodes

yum upgrade ngenea-worker-<version>.rpm

Upgrade Configurations

Warning: If upgrading from Ngenea Hub version 1.17 or older, you must convert
worker configuration to 1.18+ format. Please refer to the appropriate worker
configuration and worker join steps as described in Installing Ngenea Worker.
Installation of the worker is not required as this has been achieved in the prior
Upgrade Packages step.
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Ngenea Hub versions 2.3+ have additional requirements. If an upgrade is being
performed from a version < 2.3.0 please note changes in the Installation and
Upgrade guides Prior LDAP connections require to be re-authenticated, or
preferably via Kerberos. Ensure to review the LDAP / Active Directory Login LDAP
and Kerberos sections applying the preferred setup accordingly.

Restart Services
First, startup Ngenea Hub

systemctl start ngeneahub
systemctl start ngeneahub-frontend.path

Then start Ngenea Worker on all nodes

systemctl start ngenea-worker

If any scheduled workflows were disabled, they can now safely be re-enabled.
Validation

Check the status of the Ngenea Hub service with:

ngeneahubctl status
systemctl status ngeneahub-frontend.path

Check the status of Ngenea Worker service with

systemctl status ngenea-worker

Restoring Workflows
Check the workflows post-update. If there are any issue or inconsistencies with the

upgraded workflows, they can be restored from the backup created pre-upgrade.
This is also done using ngclient.

Any workflow which is missing can be re-imported using

ngclient workflows import <workflow file>

Any workflow which has changed can be restored using

ngclient workflows update <id> <workflow file>

Note, ngclient only allows importing or updating single workflows at a time. The

workflow file passed to the above commands must only contain a single workflow
definition.
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Configuration

Hub Initial Configuration

Authenticate via TLS Communications

To secure communication, run the join command to ensure TLS (Transport Layer
Security) is enabled.

During this step, you will need to provide the username and password of a registered
hub admin user to authenticate successfully.

If you don’t have a hub admin user set up yet by following the steps:

* Open a terminal on the server where Ngenea Hub is installed. Run the following
command to create a new admin user:

ngeneahubctl adduser

* You will be prompted to provide a username and password. These credentials
will be used to log into the Ngenea Hub Ul later.

* Replace SITENAME with the actual name of your site and run the following
command:

ngeneahubctl addsite SITENAME

* Once you’'ve created the admin user and registered the site, you can now log
into the Ngenea Hub User Interface (Ul).

* Open a web browser and navigate to : http://server.address:8000
* Replace server.address with the actual IP address or domain of your server.

* Enter the admin credentials you created earlier to log in.

Hub Configuration

Settings

Ngenea Hub requires some important settings to work properly. These settings tell
the system how to connect to its database, process tasks, and secure data.

The main configuration file is located at:
/etc/sysconfig/ngeneahub

This file contains all the necessary information for Ngenea Hub to function. If you do
not set these values, the system will use default settings.
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Mandatory Settings

Here’s a simple explanation of each important setting:

Setting

DJANGO_SECRET

POSTGRES DB
POSTGRES_USER
POSTGRES_PASSWORD
WORKER_THREADS
DAG_THREADS
REFRESH_THREADS
CELERY_BROKER
RABBITMQ_USER
RABBITMQ_PASSWORD
RABBITMQ_VHOST

TASK_DAEMON_BATCH_SIZE

DAG_REFRESH_INTERVAL

DAG_REFRESH_MAX_AGE

DAG_REFRESH_BATCH_SIZE

JWT_PRIVATE_KEY
JWT _PUBLIC_KEY

JWT EXPOSED JSON

GF_SECURITY_ADMIN_PASSWORD

Description

A secret key that protects important system
data, like user sessions. Think of it as a
password used internally by the system.

The name of the database where Ngenea
Hub stores its information.

The username that allows the system to
connect to the database.

The password used to access the database
securely.

Controls how many tasks can be handled at
the same time. Default: 2.

Helps process multiple tasks at the same
time. Default: 7.

Controls how many jobs can refresh at the
same time. DefaultL 2

Defines the task queue broker (RabbitMQ
or Redis). Default: Redis.

The username for RabbitMQ (if used).
Default: ngeneahub.

The password for RabbitMQ (if used).
Default: ngeneahub.

A virtual space inside RabbitMQ for
organizing tasks. Default: nghub.

Number of tasks that update their status
when a job starts. Default: 100.

Controls how often in seconds the job
refresh daemon polls for new jobs to
refresh. Default: 1

Controls how long in seconds the job refresh
daemon will wait for a refresh to complete
before retrying it. Default: 600

Controls the maximum number of job
refreshes that will be queued per refresh
interval. Default: 5

A key used to sign user authentication
tokens. Generated on first startup.

A key used to verify authentication tokens.
Generated on first startup.

Stores extra details related to
authentication security.

Password for accessing Grafana, the
system monitoring tool.
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Setting Description

The port where Ngenea Hub runs. Default:
8000.

The IP address used for connecting to the
system. Default: 0.0.0.0.

A secret key for secure communication
within the system.

Encryption key used to secure sensitive
database information.

Additional security key for encrypting
Django responses.

HUB_PORT

WEB_BIND _IP

SHARED SECRET

DJANGO _ENCRYPTED FIELDS_KEY

DJANGO_EJF_CRYPTER_KEY

Optional settings

Settings and Description

* REDIS HOST: The address of the Redis queue results store. Defaults to the
container service address.

* WORKERS: The number of workers for APl requests. More workers allow the
system to handle more requests simultaneously. Default: 8. This is deprecated.
Please use GUNICORN _WORKERS instead.

* GUNICORN_THREADS: The number of worker threads for handling requests.
Typically, use 2-4 x CPU cores; adjust as needed for your workload. Default: 2

* GUNICORN_WORKERS: The number of gunicorn workers for APl requests.
More gunicorn workers allow the system to handle more requests
simultaneously. This setting will override any WORKERS settings provided.
Default: 8

* APl TIMEOUT: The timeout in seconds for API requests. Default: 600 seconds.

* GATEWAY TIMEOUT: The timeout for requests passing through nginx. Should
be greater than or equal to API_TIMEOUT. Default: 600 seconds.

* CONSUMER TIMEOUT: The timeout for RabbitMQ consumer delivery
acknowledgment in seconds. Default: 10800000 seconds (3 hours).

* PUBLIC _URL: Configurable base URL for the hub stack. Must not end in a
trailing slash.

* CELERY_THREADS: The number of concurrency threads for handling multiple
background tasks. More threads mean faster processing of tasks.

* EVENT THREADS: The number of concurrency threads for handling event
reporting tasks. More threads help report events faster.

* RESULT THREADS: The number of concurrency threads for handling result
reporting tasks. More threads mean quicker reporting of task results.

* HEARTBEAT: Enables or disables celery heartbeats to keep connections alive.
Default: True (enabled).

* GOSSIP: Enables or disables celery gossip communication. Default: False
(disabled).

* MINGLE: Enables or disables celery mingle for coordination. Default: False
(disabled).

* REDIS HEALTH CHECK INTERVAL: The interval in seconds between health
checks for Redis backend. Default: 60 seconds.
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* REDIS_TCP_BACKLOG: The number of pending requests to Redis. Higher
values help avoid slow connections in high request environments. Default: 511.

* REDIS_SOCKET_TIMEOUT: The timeout in seconds for resetting idle Redis
backend connection sockets. Default: 60 seconds.

* CELERY_SOCKET _TIMEOUT: The timeout in seconds for resetting idle Celery
broker connection sockets. Default: 60 seconds.

* CELERY_CONNECTION_TIMEOUT: The timeout in seconds for resetting idle
connections via Redis broker. Default: 60 seconds.

* EXPIRE_OLD _JOBS_INTERVAL: Cron schedule for expiring old jobs. Default: 0
0 * * * (daily).

* REMOVE OLD SEARCH RESULTS INTERVAL: Cron schedule for removing
old search results. Default: @ 0 * * * (daily).

* INVALIDATE_CANCELLED JOB TASKS INTERVAL: Cron schedule for
revoking cancelled job tasks. Default: @ * * * * (every hour).

* CLEANUP_OLD_EVENTS_INTERVAL: Cron schedule for cleaning up old
snapdiff events. Default: @ * * * * (every hour).

* INACTIVE_TASKS_INTERVAL: Cron schedule for invalidating inactive tasks.
Default: @ * * * * (every hour).

* SYNC SITE_SETTINGS_INTERVAL: Cron schedule for syncing site settings in
the database. Default: @ * * * * (every hour).

* SYNC_GLOBAL_SETTINGS_INTERVAL: Cron schedule for syncing global
settings across all sites. Default: @ * * * * (every hour).

* REFRESH_SITE_ANALYTICS_INTERVAL: Cron schedule for refreshing site
analytics. Default: 37 */12 * * * (every 12 hours).

* SYNC_STORAGE_POOLS_INTERVAL: Cron schedule for syncing storage
pools. Default: */30 * * * * (every 30 minutes).

* SYNC_ REMOTE_SERVERS INTERVAL: Cron schedule for syncing remote
servers. Default: @ 0 * * * (once a day).

* SYNC SPACES QUOTA INTERVAL: Cron schedule for syncing spaces’ quotas.
Default: */30 * * * * (every 30 minutes).

* SYNC SPACES INTERVAL: Cron schedule for syncing spaces. Default:
O * * * * (every hour).

* SYNC_ALERTS_INTERVAL: Cron schedule for syncing alerts from all sites.
Default: * * * * * (every minute).

* EXPIRE_OLD _FSOBJECTS_INTERVAL: Cron schedule for expiring old file
system objects. Default: @ 0 * * * (daily).

* REMOVED QUEUE_CLEANUP_INTERVAL: Cron schedule for cleaning up
removed queues. Default: 24 * 60 (every day).

* CERTIFICATE_LIFE_TIME_DAYS: Lifetime of SSL certificates in days. Default:
36500 (100 years).

* QUEUE_ONLINE_CHECK_INTERVAL: Interval in seconds to check if a queue is
online. Default: 10 seconds.

Enabling LDAP/Active Directory Authentication

This section of the guide explains how to integrate LDAP/Active Directory with
Ngenea Hub for user authentication and group management. It covers required
configuration settings, automatic user account creation, and group mirroring. It also
explains how changes in AD (like adding or removing users from groups) are
reflected in Hub after the next login.
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For more details, refer to LDAP / Active Directory Login.

Broker Settings

The messaging queue configuration for Ngenea Hub is a crucial component in
managing communication between workers and the Hub.

This system supports two main brokers: Redis and RabbitMQ, offering flexibility
depending on your specific requirements and infrastructure. Configuring the
messaging queue is handled through various settings in the
/etc/sysconfig/ngeneahub file, along with specific configuration files for Redis and
RabbitMQ.

In the sections that follow, we will delve into the details of selecting and configuring
the messaging queue, including how to manage Redis and RabbitMQ settings,
enable the RabbitMQ admin interface, and understand the limitations of these
configurations within the Hub environment.

For more details, refer to Hub Messaging Queue Configuration.

Server Configurations

In Ngenea Hub, certain settings are stored in the Ngenea Hub database and can be
easily viewed and modified via the Ngenea Hub REST API at the
/api/configurations/ endpoint.

The Ngenea Hub REST API allows you to manage configuration settings both globally
and on a per-site basis. These configurations control various aspects of the system,
such as job time-to-live (TTL), search backend setup, snapshot retries, task
invalidation times, and more. By using simple API requests, you can optimize your
system’s performance and behavior.

For a comprehensive overview of available configurations, including how to view and
change them through the API, as well as additional features like dynamic file
batching, refer to the full documentation - Configuration.

Docker Compose Configuration

The Docker Compose configuration file for Ngenea Hub is located at
/usr/share/ngeneahub/docker/docker-compose.yml.

If you need to make changes or add customizations, you can create an override file
at /usr/share/ngeneahub/docker/docker-compose.override.yml. This override file
allows you to extend or modify the default settings without changing the original
configuration file. This setup makes it easier to customize your Docker Compose
environment according to your specific needs.
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Worker Configuration

Note: In the installation guide we have explained how to configure the Ngenea
Worker, create or edit the /etc/ngenea/ngenea-worker.conf file with the required
settings for your site, APl server, Redis, and GPFS nodes. You can also configure
SSL for secure communication with the API.

For more details, please refer to the link.

Settings

The following is a list of available settings:

Option Type Default Required Description
site string Yes Thg name of the queue
to listen to

The base url for Ngenea
Hub, this will be the url
without the https
protocol or port.

The port that the Ngenea
Hub is being hosted on,
by default within Ngenea
Hub it is 8000.

If the APl is behind a
secure HTTPS
connection, by default
api_secure string No this is true. Refer to: Ext
ernal SSL for provisioning
SSL certificates if
api_secure=true.

If the API requests should
api_secure_verify string No verify certificates, by
default this is true.

The number of
threads int 10 No concurrent tasks that can
be run.

Key for Disabling/
Enabling celery
heartbeats, by default
Enabled.

Key for Disabling/
gossip bool false No Enabling celery gossip,

by default Disabled.

Key for Disabling/
mingle bool false No Enabling celery mingle,

by default Disabled.

api_host string Yes

api_port string Yes

heartbeat bool true No
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Option Type Default Required Description

The Redis backend
supports health checks.
This value must be set as
an integer whose value is
the number of seconds
between health checks.

The Redis results
backend supports a
socket connection
redis _socket timeout int 60 No timeout, this value must
be set as an integer
whose value is the
number of seconds.

The Redis celery broker
supports a socket
timeout, this value must
be set as an integer
whose value is the
number of seconds.

The Redis celery broke